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About me

« A PhD student in Purdue CS
* Joined in 2018
* Working on how to apply static and dynamic analysis to
robotic vehicle security
* Published papers into security conferences (NDSS, S&P,

USENIX, ACSAC)

H P Details of research topics:
1) Find bugs (fuzzing)
N 2) Automatically patch the bugs

" 3) Verify the fixed bugs

PUI,{DUE }&® @PurSec Lab



Outline

e |INtro

PURDUE % @PurSec Lab



Goal (1)

1. Understanding terms in program analysis techniques
* Path-sensitive, flow-sensitive
* Intra-procedural, Inter-procedural
* Static single assignment (SSA), pointer analysis

But why should we care about these terms?
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Goal (2)

1. Understanding terms in program analysis techniques
* Path-sensitive, flow-sensitive
* Intra-procedural, Inter-procedural
* Static single assignment (SSA), pointer analysis

load and store operations recursively. For pointers, to identify Can you understand
data flow via pointer reference/dereference operators, we perform this paragraph?

an inter-procedural, path-insensitive, and flow-sensitive points-to
analysis [62]. More precisely, the profiling engine operates in three
steps: (1) performs Andersen’s pointer analysis [8] to identify
aliases of the parameter variables, (2) transforms the code to its
single static assignment form [59] and builds the data-flow graph
(DFG), and (3) collects the def-use chain of the identified parameter
variable from the built DFG.

<A paragraph on a paper in NDSS 2021>
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Goal (3)

2. Understanding how each technique is used for
Improving security in software

PURDUE % @PurSec Lab



What is Program Analysis

A process of automatically analyzing behaviors of a
program

 Applications:
* Program understanding
* Compiler optimizations
* Bug finding

0

B e LU Automatically generated report
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Why should we automate this analysis?

« Modern system software
* Extremely large and complex but error-prone

More
Complex!
Microsoft: 70 percent of all security bugs are
memory safety issues
Memory
Leaks
Buffer
Overflows More
|
FED UP WITH Nu” Buggy

SYSTEM CRASHES ?

e

PURDUE % @PurSec Lab

Pointers

Use-After-Frees

Data-races




Existing Program Analysis Tools

open-source commercial
MICRO SYNOPSYS'
B deepsource A Ll=geds S0Py
. \VEBACSCSE .>ODE
static ~ Cppcheck |codescerc. . raxis
sonarqube \ _ e () L
SVF-tool Splint L RRIPSI
FlawfinderFindBugsSemmle| ecoverry CODESONAR
I\//% LDRA TrUStWaYe o .
Valori i‘ > 4.2 Dynamic
dynamic Vfﬂgllnd V @ Y OWASP

Iroh.js sanitizers
Dmalloc Jalangi2

CHECKMARX
fa°O
m 0 . detectify (]

acunetix

HCL AppScan
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Static Analysis vs. Dynamic Analysis

Static Analysis

* Analyze a program without actually executing it
+ Catch bugs earlier during software development
- False alarms due to over-approximation

=, .
PURDUE CE@ @PurSecLab
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Static Analysis vs. Dynamic Analysis

Static Analysis

* Analyze a program without actually executing it
+ Catch bugs earlier during software development
- False alarms due to over-approximation

Dynamic Analysis
* Analyze a program at runtime
+ Zero or very low false alarm rates

- May miss bugs (false negative) due to under-approximation

PURDUE 4z3 p.,,s,cLab
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Outline

* Terminology
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Characterizing Program Analyses

« Soundness

* [f analysis A says that X is buggy, then X is buggy.

True bugs

Bug detected
by A
« Completeness

* If X Is buggy, then analysis A says X is buggy.

Bugs A says

PURDUE % @PurSec Lab
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Sound vs. Complete (1)

* |[s analysis A sound? Yes
* Why? If analysis A says that X is buggy, then X is buggy.

e |[s analysis A complete? No
* Why? If X is buggy, then analysis A says X is buggy.

®
® o ® o ® o ® Program source code
® ® @® Bug-free statement
® O
® @ @ Buggy statement
® ¢ ® O Considered bugs by
® ® ® ® ® analysis A
@ ® ® PS
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Sound vs. Complete (2)

* |s analysis A sound? No
* Why? If analysis A says that X is buggy, then X is buggy.

* |[s analysis A complete? ves
* Why? If X is buggy, then analysis A says X is buggy.

Program source code

@ Bug-free statement

@® Buggy statement

O Considered bugs by

analysis A

PUI,{DUE }&® @PurSec Lab
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Sound vs. Complete (3)

* |s analysis A sound? No
* Why? If analysis A says that X is buggy, then X is buggy.

e |[s analysis A complete? No
* Why? If X is buggy, then analysis A says X is buggy.

® o Program source code
® @ Bug-free statement
® @® Buggy statement
® O Considered bugs by
analysis A
@ ®

PUI,{DUE }&® @PurSec Lab
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Sound vs. Complete (4)

* |[s analysis A sound? Yes
* Why? If analysis A says that X is buggy, then X is buggy.

* |[s analysis A complete? ves
* Why? If X is buggy, then analysis A says X is buggy.

® o ® ® ® o ® Program source code
® ° @® Bug-free statement
®
® @ @ Buggy statement
® ¢ ® O Considered bugs by
analysis A
® o ©
@ ® ® ®

PUI,{DUE }&® @PurSec Lab
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Program Representations

* Original representations of programs
* Source code
* Binaries

* They are hard for machines to analyze

» Software Is translated into certain representations
before analyses are applied.

PUBDUE % @PurSec Lab
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Control-Flow Graph

* Directed graph
* Edge: summarizing flow of graph
* Node: a statement in a program

Unlabeled edge: ’
X = 5; unconditional jump
y =1;
while (x != 1) {
y=x*y;
X=x-1
}

" % Labelled edge: “true”/"false”
rue false .. .
/\ for conditional jumps

‘ Back-edge: Loop F
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Basic Block (1)

» Definition
* Group statements without intervening control flow

Basic Block
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Basic Block (2)

» Definition
* Group statements without intervening control flow

Basic Block
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Call Graph

* Node
* Represents a function
* Edge
* Represents a function invocation
void A() { void B( ) {
B(); L1: D();
C(); L2: D();
} }
void C () { void D () {
D(); }
A();

}
PURDUE cER] ) @PurSecLab
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Outline

« Static Analysis
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Interval Analysis

e Goal

* For each integer variable at each program point
* Find a lower/upper bounds on its possible values

i €[0,0]
X €[1,1]
y €[0,0]

entry

o X -
Q—no

= " 1 I g=

(i < 100)?

tV\alse

X=X+y

exit

¥

yi=y

i €[0,99]

:

>

i=i+1

PURDUE % @PurSec Lab
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Interval Analysis Example

oo: Infinite
1: Undecided by a program analysis
K is more than o (i.e., K> 0)

Node Iter #0 lter #1 lter #2 lter #3 Iter #k +

1 X €[-00,00 | y
y €[-c0,00 ]
2 X €[1] 3| x<K)?

y €[] : Me
3 X €[1]

y €[1] 4: 1 x=x+1 6: exit
4 x €[1] -

y €[L] k_S:/yiw 1
5 X €[1]

y €[1]

~
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Interval Analysis Example

oo: Infinite
1: Undecided by a program analysis

Node Iter #0 Iter #1 Iter #2 Iter #3
1 X €[-00,00] | X €[-00,00 ]
y €[-0,00] |y €[-00,00]
2 X €[1]
y €[1]
3 X €[1]
y €[1]
4 X €[1]
y €[1]
5 X €[1]
y €[1]

=, .
PURDUE CE@ @PurSecLab

) 1:

®
=
<

Iter #k

>

2:

tMe

I

<
o o

4: 1 x=x+1 6: exit

¥




Interval Analysis Example

oo: Infinite

1: Undecided by a program analysis

Node Iter #0 Iter #1
1 X €[-00,00] | X €[-00,00 ]
y €[-0,00] |y €[-00,00 ]
2 X €[1] x €[0,0]
y €[1] y €[0,0]
3 X €[1]
y €[1]
4 X €[1]
y €[1]
5 X €[1]
y €[1]

=, .
PURDUE CE@ @PurSecLab

lter #2

Iter #3

Iter #k

) ):

=

®
=
<

< X

I

o o

4:

XxX=x+1

¥

6:

exit




Interval Analysis Example

oo: Infinite

1: Undecided by a program analysis

Node | lter #0 Iter #1 Iter #2 Iter #3 lter #k 1 e’IW
1 X E[-O0,00] XE[_OO1OO] 2 x=0
yE[-O0,00] yE[-O0,00] ' y=0
2 X €[1] x €[0,0]
y E[J-] y E[0,0] => 3: (X < K )7
3 X €[1] x €[0,0] tMe
y €[] y €[0,0]
4 X €[1] 4:| x=x+1 6: exit
y €[1] -
5 X €[1] S5:ly=y+1
y €[1]
PURDUE Eﬁ@ @PurSecLab 28




Interval Analysis Example

oo: Infinite
1: Undecided by a program analysis

Node | lter #0 Iter #1 Iter #2 Iter #3 lter #k 1 e’IW
1 X E[-O0,00] XE[_OO1OO] . x=0
y €[-00,00] |y €[-00,00] 2:1 y=o0
2 X €[1] x €[0,0]
y €[1] y €[0,0] 3: | x<k)?
3 X €[1] x €[0,0] true false
y €[] y €[0,0]
4 X €[] x €[1,1] 4| x=x+1 6:] exit
y €[1] y €[0,0] -
5 X €[1] S5:ly=y+1
y €[]
-~
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Interval Analysis Example

oo: Infinite
1: Undecided by a program analysis

Node

1

2

Iter #0
X €[-00,00 |
y €[-00,00]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

Iter #1
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,0]

y €[0,0]

X €[1,1]

y €[0,0]

X €[1,1]

y €[1,1]

=, .
PURDUE CE@ @PurSecLab

lter #2

Iter #3

Iter #k
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Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node

1

2

PURDUE 4z3 p.,,s,cLab

Iter #0

X €[-00,00 |
y E[-O0,00]

X €[1]
y €[1]
X €[1]
y €[]
X €[1]
y €[]
X €[1]
y €[]

Iter #1

X €[-00,00 ]
y E[-O0,00 ]

x €[0,0]
y €[0,0]

x €[0,0]
y €[0,0]
X €[1,1]
y €[0,0]
X €[1,1]
y €[1,1]

Iter #2
X €[-00,00 ]
y E[-O0,00]

x €[0,0]
y €[0,0]

x €[0,1]
y €[0,1]

Iter #3

Iter #k

1 entry
+
=0
2: ;=0 x €[0,0]
low: {0,1}
=) 3: | (x< K)? | high:{0,1}
tMe
4: | x=x+1 6 exit
¥
S5:]y=y+1

X €[1,1]
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Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node

1

2

Iter #0
X €[-00,00 |
y €[-00,00]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

Iter #1
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,0]

y €[0,0]

X €[1,1]

y €[0,0]

X €[1,1]

y €[1,1]

PURDUE 4z3 p.,,s,cLab

Iter #2
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,1]

y €[0,1]
X €[1,2]
y €[0,1]

Iter #3

Iter #k

32




Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node

1

2

Iter #0
X €[-00,00 |
y €[-00,00]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

Iter #1
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,0]

y €[0,0]

X €[1,1]

y €[0,0]

X €[1,1]

y €[1,1]

PURDUE 4z3 p.,,s,cLab

Iter #2
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,1]

y €[0,1]

X €[1,2]

y €[0,1]

X €[1,2]

y €[1,2]

Iter #3

Iter #k

33




Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node

1

2

Iter #0
X €[-00,00 |
y €[-00,00]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

X €[1]

y €[1]

Iter #1
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,0]

y €[0,0]

X €[1,1]

y €[0,0]

X €[1,1]

y €[1,1]

PURDUE §%@ PurSecLab

Iter #2
X €[-00,00 ]
y E[-O0,00]

x €[0,0]

y €[0,0]

x €[0,1]

y €[0,1]

X €[1,2]

y €[0,1]

X €[1,2]

y €[1,2]

Iter #3
X €[-00,00 ]
y E[_OO’OO]

x €[0,0]

y €[0,0]

x €[0,2]

y €[0,2]

X €[1,3]

y €[0,2]

X €[1,3]

y €[1,3]

Iter #k

34




Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node @ Iter #0 lter #1 lter #2 lter #3 lter #k 1 9‘1”’
1 X E[-O0,00] X E[-O0,00] X E[-O0,00] X E[_OO’OO] X E[-O0,00] 2 x=0
y E[-O0,00] yE[-O0,00] y E[-O0,00] yE[-O0,00] y E[-O0,00] ' y=0
2 X €[1] X €[0,0] X €[0,0] x €[0,0] x €[0,0]
y €[1] y €[0,0] y €[0,0] y €[0,0] y €[0,0] =3 | x<K)?
3 X €[1] X €[0,0] X €[0,1] X €[0,2] X €[0,k-1] tiie, false
y €[1] y €[0,0] y €[0,1] y €[0,2] y €[0,k-1]
4 X €[1] x €[1,1] X €[1,2] x €[1,3] 4:|x=x+1] 6:] exit
y €[] y€[0,0] = ye[01] | yE€[0,2]
5 X €[1] x€[L1] | x€[12] | x€[1,3] S:ly=y+1
y €[1] y €[1,1] y €[1,2] y €[1,3]
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Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node @ Iter #0 lter #1 lter #2 lter #3 lter #k 1 9‘1”’
1 X E[-O0,00] X E[-O0,00] X E[-O0,00] X E[_OO’OO] X E[-O0,00] 2 x=0
y E[-O0,00] yE[-O0,00] y E[-O0,00] yE[-O0,00] y E[-O0,00] ' y=0
2 X €[1] X €[0,0] X €[0,0] X €[0,0] X €[0,0]
y €[1] y €[0,0] y €[0,0] y €[0,0] y €[0,0] 3: | (x<k)?
3 X €[1] X €[0,0] X €[0,1] X €[0,2] X €[0,k-1] tiie, false
y €[1] y €[0,0] y €[0,1] y €[0,2] y €[0,k-1]
4 X €[1] x €[1,1] X €[1,2] x €[1,3] X €[1,K] m)4: | x=x+1]| 6:] exit
y €[1] y€[0,0] = ye[01] | ye[02] | ye0k-1] )
5 X €[1] x€[L1] | x€[12] | x€[1,3] S:ly=y+1
y €[1] y €[1,1] y €[1,2] y €[1,3]
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Interval Analysis Example

Keep iterating statements in a loop
(i.e., nodes from 3 to 5)

Node & Iter #0 lter #1 lter #2 lter #3 lter #K 1 e‘I”’
1 X €[-00,00] | X €[-00,00] | X €[-00,00] | X E[-00,00] | X E[-00,00 ] x =0
y€[ww] | ye[ww] ye[ww] | yelwwn] ye[-wwn] 21 y=o0

2 X €[1] x€[0,0] | x€[0,0 | x€[0,0 | xE€[0,0]
y €[] y€[0,0] | ye[0,0] | ye[0,00 | y€[0,0] 3| x<x)?

3 X €[1] x €[0,0] x €[0,1] x €[0,2] | x €[0,k-1] tme
y €[1] y €[0,0] y €[0,1] y €[0,2] y €[0,k-1]

4 X €[1] X €[1,1] X €[1,2] x €[1,3] x €[1,K] 4:| x=x+1 6: exit
y €[] y€[0,0] = ye[01] = y€[02] | yE€E[0k-1] v
5 x €[L] x€lll] | xeL2 | xeL3] | xelk = \mPS:|y=y+1

y €[1] y €[1,1] y €[1,2] y €[1,3] y €[1.K]
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Interval Analysis

« Applications 1

* Detecting integer overflow

| in€[-0,00]

void overflow() {
char *out; Z 1073741824

int in = get_int();
out = malloc(in*sizeof(char*));
for (1 =9; 1< in; i++)

out[i] = get_string();

CVE-2019-3855

In LibSSH, an attacker can exploit to
execute code on the client system
when a user connects to the server

CVE-2019-8099
In Adobe Acrobat, an attacker can
use to steal information

PURDUE % @PurSec Lab
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Interval Analysis

« Applications 1
* Detecting integer overflow

void overflow() {
char *out;
int in = get_int();
‘ in €[1,00] If (in <= 0) return;
out = malloc(in*sizeof(char*));
for (1 =9; 1< in; i++)
out[i] = get_string();

PURDUE % @PurSec Lab



Interval Analysis

 Applications 2
* Detecting index-out-of-bounds

- index € [-c0,00 ]

int main () {
char *items[] = {"boat", "car", "truck", "train"};
int index = get_int();

printf("You selected %s\n", items[index]);

}

PURDUE % @PurSec Lab




Interval Analysis

 Applications 2
* Detecting index-out-of-bounds

int main () {
char *items[] = {"boat", "car", "truck", "train"};
int index = get_int();

index € [0,3] 1> If (index < 0 || index > 3) return;

d printf("You selected %s\n", items[index]);

}

PURDUE % @PurSec Lab 41



Interval Analysis

« Applications 3
* Detecting divide-by-zero

int averageResponseTime(int totalTime, int numRequests) {
return totalTime / numRequests;<{

numRequests € [-00,0 ] ’

}

PURDUE % @PurSec Lab
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Same Variable Name May Be Unrelated

* The values in reused storage locations
* May be probably independent
* Problem of this situation

* Unrelated uses of same variable are mixed together
* This complicates program analysis

X=A+1
Y=X+B

C=X+1 ﬁ X is independent from X

PURDUE 335 (@) usectas
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Static Single Assignment (SSA)

* |dea
* Each variable be assigned exactly once, and every variable
be defined before it is used

« Why?
* Explicitly express different definitions of variables

[ Original ] SSA

a <« x +y a, < x +y

b« a+ x b, < a; + x

a<«< b+ 2 q a, « b, + 2

c <<y +1 c, <y +1

a<«< c+ a a; <« ¢, + a,

PUBDUE % @PurSec Lab
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Merge Points (SSA)

* Issue
* How to handle merge points in the flowgraph?

| Original | | ssA
a=0 a,=0
b=... by = ...
ifb<4 if b, <4
a=b a2=‘b1
c=a+b ?2?7?

PURDUE 335 (@) usectas
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Merge Points (SSA)

* |Ssue
* How to handle merge points in the flowgraph?
* Solution
* ®-function | ssa |
[ Original ] a; =0
b, =
a=0
b=..
v 4 as Is assigned either )
! ifb, <4 a, or a, depending on
ith < 4 « which control path
a,=b, was used to reach the
N \ %‘unctlon )
\ a; = ®(ay,a,)
c=a+b e R
PUII{DUE % @PurSec Lab 46



Pointer Analysis

« What memory locations can a pointer expression refer to?

« Alias analysis
* When do two pointer expressions refer to the same storage

location?
. N
int X =99;
P = &x: P\X
Q=P; 99
P and *Q ali Q—
*P and *Q alias
& 4

PURDUE 335 (@) usectas



Pointer Operations in C

» Recall C pointer semantics
* &a: Address of a
* *a: Object pointed to by a
* *(&a) = a: Converse operators

Dereferencing Dereferencing
: read write ..
Re.f(:erenﬁlng_ e Access location e Access location Allacsmg _
réate location * Indirect read e Indirect write Opy pointer
a="%*b *a=Db
JAVA a=new A() a=Db.f af=>Db a=>b

PURDUE 335 (@) usectas



Why Is Pointer Analysis Hard?

* Issue
* There are infinite many ways to express the same data.

next next
class Node {
int data; h —
Node next, prev;
} prev prev
Node h = null;
For €. pe) 4
Node v = new Node(); h.data
if (h != null) { h.next.prev.data
;:.next - hf h.next.next.prev.prev.data
} Libia Bt h.next.prev.next.prev.data
h = v;
} And many more ...

PURDUE % @PurSec Lab



Context Sensitivity
« Consider calling context

With context sensitivity

* More precise
int foo (int i) { . Wg have one i per call site of foo
* vylisa
return i; * yZis2
}
y1 = foo (1); Without context sensitivity
y2 =foo (2); * Less precise, but faster

e We have one i total
e vylis{z, 2}
e y2isf{z, 2}

PURDUE % @PurSec Lab



Flow Sensitivity

 Consider control flow and order of execution

X < X
i1 n
w X N

PURDUE % @PurSec Lab

With flow sensitivity

yis 2

Without flow sensitivity
yis {2, 3}

51



Path Sensitivity

 Consider properties inferred from order of execution

Line
L Tx=o With path sensitivity
2 );:ZP)’{ ¢ y|S {1, 2}
3: | iy * Records that x = 0 when P =false
4: ) = * Knows that line 8 is executed only if P = true
5: || y=2 (i.e., x # o atline 8)
6:
|| R Without path sensitivity
S: y=% e vyis{o, 1, 2}
Ak « Less precise

PURDUE % @PurSec Lab



Approximation to the Rescue

 Pointer analysis problem is undecidable

* We must sacrifice some combinations of
* Soundness, completeness, termination

« Many sound approximate algorithms for pointer analysis

* Differ in two key aspects
* How to abstract the heap
* How to abstract control-flow

PUI,{DUE % @PurSec Lab
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Pointer Analysis Algorithm

* Andersen’s Points-To Analysis
* Asymptotic performance is O(n3)
* Where ‘n’ is the number of nodes in the graph
* Context-insensitive, flow-insensitive, path-insensitive
* Four collecting rules
Referencing
Copy

Dereferencing (indirect) read
Dereferencing (indirect) write

PUBDUE % @PurSec Lab
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Rule for Referencing

Before:
u ——pi w
u= &v if (user_input == true)
u=&w;
= else
u=_&v;
After: u
Vv
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Rule for Copy

Before:

After:
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Rule for Indirect Read

Before:
u —» x
u = *v
X
After: u
Z
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Rule for Indirect Write

Before:
u ——p x
*U = v
After: u ——>» x
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Stack-Based Pointer Analysis Example

P = &a;
q = &b;
P=Aq,
r=&p;
*r = &C;
q="r

=, .
PURDUE CE@ @PurSecLab

Recall: Andersen’s Algorithm

graph = empty
repeat:
for (each statement s in program)

apply rule corresponding to s
on graph

until graph stops changing
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Stack-Based Pointer Analysis Example

P = &a;
g = &b; . || ©
P=d;
r=&p;
*Ir = &C;
q="r;

=, .
PURDUE CE@ @PurSecLab
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Stack-Based Pointer Analysis Example

P = &a;
q = &b; p | a q
P={q,
r=&p;
*r = &C;
q="r,

PURDUE % @PurSec Lab
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Stack-Based Pointer Analysis Example

P = &a;
q = &b;
P=Aq,
r=&p;
*r = &C;
q="r
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Stack-Based Pointer Analysis Example

P = &a;
q = &b;
P=d,
r=&p;
*r = &C;
q="r

PURDUE % @PurSec Lab
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Stack-Based Pointer Analysis Example

P = &a;
q = &b;

P=d, !
r=&p;
*r = &C;
q="r,
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Stack-Based Pointer Analysis Example

P = &a;
q = &b;
P=Aq,
r=&p;
*r = &C;
q="r
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Stack-Based Pointer Analysis Example

P = &a;
q = &b;
P=Aq, r
r=&p;
*r = &C;
q="r

Imprecision in Andersen’s analysis: g never points to a in a concrete execution.
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Static Analysis Tools

 LLVM

* To convert a program into a language-independent
Intermediate representation (IR)

« SVFD
* Analysis tool for LLVM-based languages
* Pointer alias analysis
* Memory SSA form construction
* Data value-flow tracking

1) https://github.com/SVF-tools/SVF
https://github.com/SVF-tools/SVF-Teaching
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Thank you! Questions?

KIm2956 @purdue.edu
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