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Abstract—Robotic vehicles (RVs) are becoming essential tools
of modern systems, including autonomous delivery services, public
transportation, and environment monitoring. Despite their diverse
deployment, safety and security issues with RVs limit their wide adop-
tion. Most attempts to date in RV security aim to propose defenses
that harden their control program against syntactic bugs, input val-
idation bugs, and external sensor spoofing attacks. In this paper, we
introduce PGFUZZ, a policy-guided fuzzing framework, which vali-
dates whether an RV adheres to identified safety and functional poli-
cies that cover user commands, configuration parameters, and physi-
cal states. PGFUZZ expresses desired policies through temporal logic
formulas with time constraints as a guide to fuzz the analyzed system.
Specifically, it generates fuzzing inputs that minimize a distance met-
ric measuring ‘“how close’ the RV current state is to a policy violation.
In addition, it uses static and dynamic analysis to focus the fuzzing ef-
fort only on those commands, parameters, and environmental factors
that influence the “truth value” of any of the exercised policies. The
combination of these two techniques allows PGFUZZ to increase the
efficiency of the fuzzing process significantly. We validate PGFUZZ on
three RV control programs, ArduPilot, PX4, and Paparazzi, with 56
unique policies. PGFUZz discovered 156 previously unknown bugs,
106 of which have been acknowledged by their developers.

I. INTRODUCTION

Robotic Vehicles (RVs) are becoming widespread both in
industrial and consumer environments [7], [35], [60]. Unfortunately,
RVs face diverse threats including (1) physical external attacks such
as sensor spoofing attacks [61], [65], (2) software crashes due to
floating-point exceptions or memory corruption issues, (3) insider at-
tacks [4], [34], and (4) misimplementations causing safety and func-
tional issues, which leads to undesired behaviors in the RV. Previous
efforts at fuzzing have introduced techniques to address (1), (2), and
(3), but (4) has not received much attention. RVs must respect safety
and security policies to avoid creating physical damage to the envi-
ronment in which they operate or to themselves. For instance, RVs
are often equipped with a parachute. Due to safety concerns, RV’s
software must check preconditions to safely release the parachute
(e.g., the RV must be high enough when deploying the parachute).
However, the control software’s careless design may allow the RV
to release the parachute without checking these preconditions.

Such safety violations might lead to catastrophic consequences
as reported in recent news [17], [63]. For instance, Tesla’s autopilot
software failed to initiate an emergency brake maneuver [63], and
the Boeing-737 Max airplanes crashed because their software
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improperly allowed them to activate the anti-stall system [17].

Unfortunately, previous fuzzing approaches cannot discover
this type of violations for the following two reasons. First,
they do not consider the entire input space of the RV’s control
software, including user commands, configuration parameters, and
environmental factors. Second, they only focus on finding memory
corruption bugs or RV’s control stability issues. Therefore, they
cannot detect safety policy violations, e.g., a drone is deploying
the parachute at a too-low altitude.

We develop PGFUZzz, a policy-based fuzzing framework
designed to address these challenges. PGFUZzZ includes three
interconnected components: (1) Pre-Processing, (2) Policy-Guided
Fuzzing, and (3) Bug Post-Processing.

In the Pre-Processing component, we express the correct
operation of an RV through policies denoted by a metric temporal
logic (MTL). Thereafter, we minimize the fuzzing space via
finding inputs related to the tested policies that, when mutated,
could potentially trigger policy violations. For example, given
a policy in natural language stating that “the fail-safe mode
must be triggered when the engine femperature is higher than
100°C”, PGFuzz expresses this policy with the MTL formula:
O {(temperature>100°C) — (failsafe=on)}. It then
decomposes this formula into the temperature and the fail-safe
mode states, and identifies fuzzing inputs such as user commands
(e.g., increasing temperature) and configuration parameters
(e.g., units of temperature), influencing the policy states.

Then, the Policy-Guided Fuzzing mutates inputs identified
by the Pre-Processing component. It implements two kinds of
distance metrics, propositional distances to guide the mutation
engine, and a global distance to detect when a policy violation
occurs. The distance metrics quantify how close the current system
states are to a policy violation. Positive distances indicate the policy
holds, whereas negative distances indicate the policy is violated.
Therefore, PGFUZZ mutates inputs to minimize the global distance.
After each input is sent to the control software, which runs in an
RV simulator, PGFUZz collects the system states and computes the
distance metrics. The input’s impact on the distance metric (whether
it increases or decreases) is leveraged to decide on the next inputs.
When the global distance becomes negative, a policy violation is
detected. Turning to the fail-safe mode example, PGFUZZ mutates
inputs to increase the temperature to be larger than 100°C, and
checks whether, at the same time, the fail-safe mode is activated.

The last component, Bug Post-Processing, minimizes the input
sequence triggering the bugs by excluding inputs irrelevant to the
policy violation. The minimized input sequence is then used to
identify the root cause of each violated policy.

To verify the correctness and effectiveness of PGFuUzz, we



RVs mainly operate with three types of inputs, configuration
parametersliiput p), user commandsr{put ¢), and environment
factors (nput g). (1) Input p allows users to configure many
aspects of how RVs operate. For instanég, K, and Ky of
the PID control algorithm denote tuning parameters for the
proportional, integral, and derivative terms. RVs specify ranges for
configuration parameters 8§, K , andKy to safely tune the PID
control algorithm. (2)nput ¢ enables the users to dynamically
operate RVs. The control software denies somiatfit . when
these commands lead to an undesired system state. For example,
disarming user command stops the vehicle's all motors, and the
control software does not accept such a command while the vehicle
is flying in the air. (3)Input g (e.g., wind and sensor noise) also
affects the system outpugft ). For instance, the control software
assigns a barometer sensor as a primary altitude source when GPS
signals are blocked or show biased altitude values.

Fig. 1: Workflow of RV's control software. Fuzzing. Fuzzing is an automated testing technique that randomly

or semi-randomly generates test inputs to discover bugs in programs.
usedPGFUzz to fuzz ArduPilot, PX4, and Paparazzi, the threeExisting fuzzing approaches differ in how they handle two main
most popular flight control software packages used in manyore aspects: input generation and bug oracle. The input generation
commodity RVs [10], [32], [52]PGFuzz found156 previously  can be completely random or guided by some heuristics. For
unknown bugs iM8 hours. Out of the156 bugs, the developers instance, many approaches [5], [44], [48] use code coverage as a
confirmed106bugs, and nine bugs have already been patched. Wegeuristic. Regarding the bug oracle, traditional fuzzing approaches
compared PGEzz's results with those from previous approachesyse code crashes (typically caused by memory corruption) to detect
designed to find bugs in RVs. We found that 128 out of 156 foundnputs triggering bugs in the analyzed program. We consider these
bugs can only be discovered by PGz. two aspects differently than in traditional, general-purpose fuzzers.
Specifically, about the bug oracle, since we are dealing with RVs,
we mainly aim at finding policy violations about the physical states
Behavior-aware Bug Oracle.We identify policies that of RVs, in addition to software crashes in the control software. We
define RVs' safety and functional requirements andthen run the control software in a simulator that is able to keep track
formally represent them via temporal logic formulas.of the physical states of the tested control software. Lastly, we define
PGFuUzz leverages the identified policies to find bugs a metric measuring how “close” we are to violating one of these poli-

In summary, this paper makes the following contributions:

allowing the violation of these policies. cies. We use this metric as a heuristic to guide our input generation.
Policy-Guided Mutation Engine. PGFuzz follows a
novel fuzzing design that optimizes its bug search by (i) [1l. M OTIVATING EXAMPLE

mutating the inputs/parameters, trying to negate the iden- . .
tified security policies and using, as a heuristic, dedicate%\r We provide an example of a safety issue th@iFuzz targets.

distance metrics, and (ii) minimizing the fuzzing space of hduP'itIot drone cor;:\rotl tshoft\évare qanf tlrli'ggetr a;hparachuge rcg[I:ase

; ; - when it recognizes that the drone is falling to the ground with an
the mpqts a.nd parameters related to the analyzed pOIICIe\gr'lcontrolled attitude [10], [15]. Additionally, the user can manually
Evaluation in real-world RVs. We appliedPGFuzz 0 trigger parachute deployment. In both cases, the ArduPilot official
the three most popular vehicle control software packagegiocumentation states that the following four conditions must hold
and we discovered 156 previously unknown bugs, 10&g deploy a parachute while preserving the drone safety [13]:
of which have been acknowledged by developers of the1) the motors must be armed, (2) the vehicle must not be in the
affected packages. FLIP or ACRG@light modes, (3) the barometer must show that the
vehicle is not climbing, and (4) the vehicle's current altitude must
be above theCHUTE_ALT_Mbidrameter value.

Based on these requirements, we express a safety policy
[I. BACKGROUND (ACHUTE through metric temporal logic (MTL) (Detailed in Sec-

Inputs and Outputs of RVs. A vehicle leads to incorrect operation 10NV-A): f(Parachute = on)g!f (Armed- true ) (Mode§

or failure when the system maintains an undesired state. FOLIP=ACRD® (ALT  ALT 1) * (ALT> CHUTEALT MINg

instance, a vehicle crashes to the ground when it maintains incorref{1€rét andALTdenote time and altitude, andis always.

roll, pitch, and yaw angles. RVs often periodically follow three  Traditional fuzzing techniques targeting program crashes [5],
steps (See Figure 1) for their correct operation: (1) the contrql], [48] clearly cannot detect such safety violations. Moreover,
algorithm reads system outpyt ) measured by the sensors (from randomly sending commands to the ArduPilot drone simulator
@ (o0 @), (2) the algorithm first computes errceét ) based on  cannot efficiently test this policy, given the high number of

r(t) y(t)wherer(t) andt denote reference states and currentcommands and parameters that could be potentially mutated.
time, and (3) a Proportional-Integral-Derivative (PID) control . ) »

algorithm derives system inputét ) throughe(t ) (©). Additionally, fuzzing approaches that specifically target
CPS [21], [22], [41] cannot discover this kind of safety violations

we made responsible disclosure to the developers of the flight control softwardor two main reasons. First, policy violations are often triggered

To foster research on this topic, we mak&Fuzz publicly
available (https://github.com/purseclab/PGFUZZ).




by the composition of different types of system inputs. Howevergode in the vehicle's control program, and (2) there exist effective
these approaches only focus on a single part of the input spa¢echniques to detect sensor and code injection attacks [6], [28],
meaning they do not consider unified behavior of user commandg7]-[39]. Lastly, althoughiP GFUzz is not designed to specifically
configuration parameters, and environmental factors. Seconfihd floating-point exceptions and other software crashes in the
their bug oracles are designed to detect specific bug typespntroller code, it reports them when triggered by the tested inputs.
such as deviated flight paths or instability. To detall, if a policy

violation causes unexpected physical behavior, e.g., failing to IV. APPROACHOVERVIEW

trigger a GPS fail-safe mode, their bug oracles cannot detect such i i i i

undesired behavior although the failing GPS fail-safe mode leads " this section, we first present the design challenges of CPS
to unexpected states with potentially disastrous consequences. 1Zzing. We then provide an overview of PGE.

_To address these limitatiorlBGFuzz uses MTL formulasto A pesign Challenges

guide both its input generation and detect safety violations. Turning - ) ) ) _

to the example safety policR GFUzz issues system inputs that  Traditional fuzzing techniques [5], [44], [48] including those

trigger a mutation of the propositional variables of the formula. Atfor CPS [21], [22], [41] have two main limitations that prevent their

the same time, it checks whether the safety policy is violated aftetdoption for policy-guided fuzzing in real-world systems. First, their

each input generation. By usifGFuzz, we found that ArduPilot ~ bug oracles are not designed to detect undeswe_d system states.that

improperly checks the first three requirements. This leads to a polic§fo ot cause a system crash, memory-access violation, or physical

violation where the vehicle deploys the parachute when it is climphstability. To address this limitation, we implemenBehavior-

ing, causing it to crash on the ground (Detailed in SectiorC1).  aware Bug OracleOur bug oraclg is aware of desired states of Rys

Threat Model. We consider as in-scope for this paper both desig via MTL formulas and detects if the formulas are violated while

flaws (from bénign developers and users) and malicious intent (fror}uzz_mg the analyzed program. _Second, the mutation engines of the
. . Magitional fuzzers cannot intelligently generate inputs for the RVs.

adversaries) that can cause unsafe or undesired states (e.g., phy

- X limitation is due to the large input space of the RVs, with tens
crashes) in RVs. Design flaws can happen due to poor paramet§y itterent parameters and commands, each of which can have
documentation, unexpected environmental conditions (e.g., sensQl, ide range of values. To address this ,Iimitation we implement
noise and wind), and buggy code. We assume that developers aarE’oIicy—Guided Mutatidn Engindhis engine is bas’ed on:
benign; they, however, could misimplement or incorrectly design '
the system components. Furthermore, users can unintentionally 1) A mapping connecting each term of a policy with the
cause safety issues via either sending commands at an inappropriate inputs influencing the RV's states;
time or improperly changing configuration parameters. 2) A distance metric measuring the “distance” between a

. N - vehicle's current states and policy violation.
While considering malicious actors, we assume that an policy

adversary is aware of inputs causing policy violations and can The mutation engine uses these to guide the input mutations
trigger them with malicious intent. Particularly, an adversarytoward those more likely to generate a policy violation.

can control an RV's three types of inputs. (1) An adversary can

manipulate theconfiguration parameter®f an RV by either B. PGFUzz Overview

overriding them before a flight or changing them after the drone . .

takes off (similar to [41]). (2) An adversary can replay or spoof  PGRUZZ includes three interconnected components, (
user commandsent to the RV by exploiting known vulnerabilities Pre-Processing, 2 Pol|py-Gg|dgd Fuzzing, and3f Bug

in the RV's communication protocol [43], [58]. (3) An adversary POSt-Processing, as depicted in Figure 2.

can manipulate thenvironmental condition®r wait until suitable  Pre-Processingln this step, we identify and formally represent
conditions are met) before conducting their attack (similar to [23]the policies and reduce the large input space by eliminating the
[41]). We detail the number of violations for each subset ofinputs that are not relevant to the identified policies.

these inputs in Sectiovill-B . For instance, we will show that an
adversary is able to trigg@i7%of the found policy violations by
only changing the RV's configuration parameters.

Users and developers derive requirements in the targeted system
by studying the RV documentation and evaluating the connections
between assets and functional constraints that restrict the use

The adversary's goal is to physically impact the RV's operationsor operation of assets [19], [20]. We then convert the identified
(e.g., causing a physical crash or disrupting the RV's camera) bsequirements from natural language to policies expressed with
stealthilytriggering policy violations. We note that an adversaryMTL formulas @). PGFUzz next runs its profiling engine, which
could also simply drop or disarm the vehicle by sending a maliciousletermines for each policy the limited set of inputgut n,
command (e.g., stopping actuators); however, these attacks asdevant to the target policy (i.e., the limited set of inputs that, when
not stealthy. Particularly, such self-sabotaging inputs can be easiyutated, could potentially trigger policy violations). To achieve
identified and prevented with run-time mission monitoring toolsthis, we first unwind the relationship between the configuration
enforced by both the vehicle and ground control system [25harameterdiiput p) and the RV physical states by (1) obtaining the
[46]. In contrast, policy violations triggered by sending an inputdata-flow graph of the vehicle through static analysis (if the RV's
that looks innocent are stealthier and more difficult to detect bygource code is available) and (2) analyzing the developer guide
monitoring tools. For these reasons, we do not consider theseanuals [12], [53] @). However, using the static analysis and
self-sabotaging attacks in-scope of this paper. In addition, physicahanuals makes it difficult to analyze the impacts of user commands
sensor attacks (e.g., GPS and gyroscope spoofing) and maliciofisput ¢) and environmental factorgnput g) on the states since
code injections are out of scope. The main reasons are (1) tti&) Input ¢ andInput g indirectly impact many physical states
root causes of sensor attacks arise in the hardware componetitsough dependencies (e.g., wind affects almost all physical states)
(e.g., acoustic attacks against gyroscope [61]), rather than bugdyat cannot be captured in the source code via the static analysis,



Fig. 2: Overview ofPGFUzz's workflow and architecture which consists of three components: Pre-Processing, Policy-Guided Fuzzing,
and Bug Post-Processirgput < includes user commands, configuration parameters, and environmental factors.

and (2) the manuals usually do not mention the impackspaft ¢ 1) Extracting MTL Policies: We refer to policies as the
andinput g on the RV's states. Therefore, we conduct a dynamiaequirements that a system must satisfy for a vehicle to be
analysis with an RV simulator fdnput candlnput gto extractthe considered safe. We identify the policies for RVs through
relationships between these inputs and the RV physical s@ies ( requirements engineering [20] and represent the policies with
This process also enablB$&FUzz to estimate the time required formal logic that enables formal reasoning about them. The policies
for each input in thénput ¢ to cause a physical effect on the RV. are expressed with Metric Temporal Logic (MTL) [1], [42]. In
This information is later leveraged by PGEz's mutation engine. contrast to Linear Temporal Logic (LTL) [50] and Computation

Policy-Guided Fuzzing. This step mutates inputs based on theTree Logic (CTL) [26] that enable reasoning over occurrence

computed distance metrics and uses them to fuzz the analyz8gd event ordering, MTL extends LTLs modalities with timing

program to find policy violations. The mutation engine first selectsconstraints, which is more amenable to represent semantically rich

one input among those returned by the profiling engine of thdemporal and causal relations among system states of RVs.
Pre-Processing componelmput i, (@-@). These test inputs are MTL formulas are composed of a set of atomic propositions
sent to the simulator that runs the system and reports the physiqalP, propositional logic operators and temporal operators [42].
states (e.g., sensors and actuator values) of th«@¥@). During  First, p 2 APis a logical statement consisting of “terms”. A
this step, we eliminate the environmental noise (e.g., vibration anterm can be a physical state of RVs, configuration parameter,
wind effect) by measuring the deviation between the reference anst environmental factor. Turning back to teCHUTEpolicy
current system state@). We then compute two separate “distance example in Section II(ALT > CHUTEALT MIN is an AP, and the
metrics” that formally define how close a system is to a policyALT andCHUTEALT MINare terms. Second, MTL supports the
violation (@): (i) a global distance that checks whether the currenpropositional logic operators such as conjunctid) disjunction
system states violate a policy, and (i) a propositional distanc¢ ), and negation: (). Third, the temporal operators include next
that intelligently mutates the inputs to lead the system closer tp ), always ( ), eventually (), and until {J ) wherel denotes
violations. Lastly, the mutation engine determines the particulagny non-empty positive interval. Formally, MTL formulas can
inputs to minimize the distance. If none of the inputs decrease thige defined as followsg: == >j pj:j ji1_j2iiUj2i i,
distance metric, new inputs fromput m, are selected from the wherep2 APand> = true .

input-policy maps@). The inputs that lead to policy violations are . . L : ,
g ) : p We manually identify the policies through requirements defined
reported to PGBzZ's Bug Post-Processing compone® ). in documentation and comments in the source code of popular RVs,

Bug Post-ProcessingThis step minimizes the sequence of inputs ArduPilot, PX4, and Paparazzi. The policies are extracted in natural
triggering the detected policy violation by excluding inputs janguage and then expressed with MTL formulas. To make the pol-
irrelevant to the policy violation. This information is for identifying icy identification process easi€tGFUzz provides users with MTL

the root cause of the violated policy. templates to express policies as shown in Table |, similar to previous
works [29], [66]. For instance, PX4's documentation that states “If
V. PGFUZZ: PoLicY-GUIDED FUZZING time exceed<COM_POS_FS_ DHE&6nds after GPS loss is de-

In thi . detail th (SREFUZZ. P tected, the GPS fail-safe must be triggered” is expressed with MTL
n this section, we detail the components 2z, Pre- 55 £(GPBes = on) ! ( 0:CONPOSFS DELAYKIGPSI = On)g

Processing (SectiortA), Policy-Guided Fuzzing (SectionB), (ihe time constrairk is detailed in Section V/1-C4).
and Bug Post-Processing (Section \-C). ) . B o
Through this process, we identifi& policies for our target

RVs, 30 for ArduPilot, 21 for PX4, and5 for Paparazzi (See

Table XII in Appendix E). We measured the time required by a
The Pre-Processing component aims at (1) deriving MTLlknowledgeable user to identify the policies and express them as

formulas to express policies, and (2) building a profiling engineMTL formulas. Particularly, two authors spent a totald¥ hours

to narrow the fuzzing space based on MTL formulas. This allowsdentifying ArduPilot policies3:5 hours for PX4, an@:4 hours

us to obtain the minimal fuzzing spadagut mi,) required for the  for Paparazzi. The time includes studying the target RV's official

Policy-Guided Fuzzing component (Section V-B). documentation/source code, writing policies in natural language,

A. Pre-Processing



[1D ] Policy Template Description \ MTL Notation |

T, | term; should be true within tim& afterterm; is satisfied. term; T gyqterm;
T, | If term; is true,termy, ... ,term, are also true antérmy, ... ,termyare false.| term; ! [ (term; ~ ;" term)]" [- (termy " i~ termy)]
T3 | If term;, ... ,term, are trueferm; is also true. (term; ~ ;M termy, ! term; )

TABLE I: Policy templates that we use to express policies as MTL formulas for fuzzing.

translating them from natural language to MTL, and detecting th@ositive policy violations, we obtain unknown time constralnts
policy conflicts and reconciling them. by conducting dynamic analysis with the input-policy m@)(

2) Profiling Engine: RVs have a large input space. For Mapping Each Policy onto Terms @). A policy is composed
instance, ArduPilot v.4.0.3 suppofitd 40configuration parameters  Of the RV's physical states, configuration parameters, and
(Input p), 58 user commandsir{put o), and 168 environment  environmental factors. In this step, we decompose each policy
factors (nput g). The profiling engine aims to exclude inputs into terms, where each term is further analyzed to find the related
unrelated to the fuzzed policies to reduce this large input space. inputs to be fuzzed (detailed below). First, we manually construct

. . - ) ~alist of physical states of the studied RVs (e.g., altitude, roll angle)

Figure 3 shows the six steps of the profiling engine. In the firsihrough their manuals (the complete list of states is presented
step @), we map each policy into a list of terms, where each termin Taple x| Appendix A). If a policy includes one of those states,
represents a physical state of the RV, configuration parameter, or fiis marked as a physical state and added to the policy-term map.
vironmental factor. For exampl&CHUTEpolicy” is decomposed  Tyming toACHUTEpolicy, parachute armed mode andaltitude
into five terms: {) parachutearmed mode andaltitudeare phys-  are all physical states and added to the policy-term r@. (
ical states of the RV an®( CHUTE_ALT_M#\a configuration  second, a policy may contain configuration parametapif p)
parameter. We refer to this mapping as policy-te@)( and environmental factorfnput ) because a vehicle's operation
depends on their values. We search each term that indiaples p
andInput g terms to find out whether a policy includes them. If
there is a match, we similarly add these terms to the policy-term
gnap. For instanceACHUTE policy includesCHUTE_ALT_MIN

Second, we mapmput p to terms through static analysis to
identify which policy terms related tmput p (@). We refer to
this mapping as parameter-teri@y. To illustrate, ABS_PRESS
configuration parameter is an offset value for computing barometri : . : )
altitude. PGFUZz includes theABS PRESSrameter into its configuration parameter, and no envwonm_ental factor as a term;
fuzzing input space to testCHUTHpolicy because this parameter thus, the CHUTE_ALT_MB\added to the policy-term map.
value is used to compute thditude state. Static Analysis for Narrowing Fuzzing Space @). The
static analysis is used for identifying the terms related to each
configuration parametemput p, @ and@ in Figure 3). We use
0 complementary approaches to identify the related terms: (1)
nducting static analysis at the LLVM intermediate representation
IR) level, and (2) parsing vehicle manuals.

Third, we derive dependencies amoihgput p, Input ¢,
Input g via dependency analysis to infer relationships among the:
inputs @). For instance, a user desiring to deploy a parachutgO
via Parachute command needs to changeHUTE_ _ENABLE
configuration paramete@®). Therefore, a dependency between
Parachute user command and configuration parameter First, we map each configuration parameter on the vehicle
CHUTE_ENABLEDRIentified. manuals to a variable in the source code. This allows us to know
how the control program imports the parameters to the source code.
For instance, our target control programs (i.e., ArduPilot, PX4, and
Paparazzi) parses XML files containing a list of parameter names
and valid ranges, then convert them to variables in the source code.
. - ; . Figure 4 shows how each control program accesses the imported
into policy terms through dynamic analys@J. For example, configuration parameters. ArduPilot and PX4 store the parameters

ACHUTEDpolicy includesaltitude term. PGFUzz includes the : .
WIND_SPEEDvironmental parameter in its fuzzing space (Seeas data members of classes and access the parameters via a function

: : call or directly access the data member. Paparazzi loads the param-
\I/ré[r)]liJéT_e—teLrgrem?vpe ?chzfj?g;e I;:?Egﬁﬁ;utggﬁd;agr;g?er eters' values to the data section of memory via global variables.

Though itis related to thaltitudeterm of the policy, ABS_PRESS  second, we build def-use chains of the identified parameter
is a read-only parameter (Skepute-term map @). variables to map each parameter to related terms in the MTL

) - L ; formulas @ in Figure 2). We use LLVM to obtain the def-use
eacﬁlfggli(g)f’rgr]r?iﬁrpoljltl-ltnegrrﬁnggspzlgigxgcsntggn&lgﬁ ri(: Iggi(_j to chains defining these terms in the code. The code to load the

; ; ; . C imported parameters, which we previously identified, serves as the
structs input-policy map@). For instance, th&CHUTEpolicy in- . ; ; : :
cludes thaltitudeterm. The profiling engine finds inputs related to starting point to build these def-use chains. For scalars, we follow

thealtitudeincluding Wind_speedand Parachute in Figure 3. '0ad and store operations recursively. For pointers, to identify
data flow via pointer reference/dereference operators, we perform

Lastly, it analyzes the unknown time constraints of MTL an inter-procedural, path-insensitive, and flow-sensitive points-to
formulas @). For instanceABRAKEpolicy® is represented as analysis [62]. More precisely, the profiling engine operates in three

f(Mode = BRAKE ( [oxPos = Pos 1)g. To detect true steps: (1) performs Andersen’s pointer analysis [8] to identify
aliases of the parameter variables, (2) transforms the code to its

Fourth, we perform dynamic analysis with RV simulators
to exclude the read-only and unsupportegut p from the
constructed parameter-term m@®). This step is crucial to reduce
the parameter-term map size. We then rimgut ¢ andInput g

2 f(Parachute =on)g ! f (Armed = true) A (Mode 6 single static assignment form [59] and builds the data-flow graph
FLIP=ACRI (ALT  ALT 1)" (AL > CHUTEALT MINg (DFG), and (3) collects the def-use chain of the identified parameter
3When the vehicle is iBRAKEode, it must stop withik seconds. variable from the built DFG.



Fig. 3: Profiling engine@ in Figure 2) steps to reduce the large input space of RVs. It outputs an input set related to each policy (the
input-policy map@) using input-term map@@®, @, and@) via static and dynamic analysis.

Fig. 4: A code block that illustrates how the control programs
access parameters after they import the parameters to their source
code. The blue-colored variables represent the parameters.
Fig. 5: An example code block and def-use chain for illustrating the
Third, we manually construct a synonym table (as showrProfiling engine’s static analysis logic, which recursively searches

in Figure 5). This table maps source code variable names to tHB€ read access of the def-use chain and compares the variable
names used as terms by the MTL formulas. Using this table ang@me in the read access with synonyms.
the previously generated def-use chains, the profiling step can

determine which source code variable corresponds to which term ifhen, we identify which input should be executed first to execute
the considered MTL formulas and, in turn, which inputs influenceyne target input. Further, we narrow down the fuzzing inputs by
which internal variable (Figure 5). In this wel§GFuzz knows gliminating user commandiiput o) and configuration parameters

which inputs should be mutated to affect specific terms in th?lnput ») that RV simulators do not suppo@in Figure 3).
identified MTL formulas. For example, this step finds tHEEMP )

configuration parameter is used for th#itude state because First, we find thosdnput ¢ and Input p which cannot be
altitude at line 320 readsemp which comes from theTEMP effective unless another input precedes. To this end, we conduct the
parameter value. By using this knowled§&;Fuzz mutates the  following steps. 1) We log all state values (e.g., altitude and roll
TEMPparameter when, for instance, it tests &€HUTEpolicy,  angle) for one minute per each operation mode (€&4IP flight

since this policy includes thaltitude state @ in Figure 3). We  mode) without any input. Then, we calculate a standard deviation
manually build a synonym table for ArduPilot, PX4, and Paparazzof each vehicle stat&s0 State (;g). (2) We assign a random value
(rand;j) toinput ; whereinput ; 2 Input ¢[ Input p, and execute

Lastly, the profiling engine parses official documentation,; © : o .
provided by RVs' control software developers in XML file format. 't N the simulator. Specifically, we randomly assign true or false
then an input requires a Boolean value, and a value within a valid

This documentation describes each configuration parameter's ro nge specified in the vehicle documentation when the input takes a

It has been designed to help developers and/or users. The profiliﬁ ntin value. If the documentation does not exolicitly mention
engine first extracts all words from each parameter's descriptio uous value. 1T the documentation does not expiicitly mentio
e valid range, we assign a random number witBi§ - 232,

in this documentation, and then it matches the extracted words wi . .
the synonym table. For instance, ArduPilot's manual states that “ ) We then log all state values for one minute per each operation

is an angle limit (to maintain altitude) time constant” to explain the(rjnec\)/(ij:t.i;/xe :aerp:ggr:/%ﬁctlzrg;ggp;r:t? ?hd)cinflggtﬁéztz?ed‘gd
ATC_ANG_LIM_p&rameter's role. Our profiling step matches the b (i )Y P

: : are completed, we obtain two types of states: states without any
ATC_ANG_LIM_p@rameter with theltitudeterm. input and states with theput ; . If theinput ; does not affect any

Dependency among Inputs @). Some inputs need 10 state valuesjSDState ;,g SO State ;)gj< SO State g),

be preceded by other inputs to be executed. For instanGge conclude that thimput ; requires another input to impact the
the Parachute command can only be triggered if the state values.

CHUTE_ENABLEzDameter isrue. In this step, we first find such
inputs, which cannot be effective unless another input precedes. Second, to find another input that enableput ; to be

6



activated, we conduct the following step%) \We select another
inputinput  whereinput ¢ 2 Input ¢[ Input p. (2) We assign
a random value to thput ¢ and execute it in the simulator.
(3 We make the vehicle stay in a stable state (i.e., same

position and attitude)4j We assign the previously useahd;

to theinput ; and execute it in the simulator, while logging

all state values for one minute per each operation mdgje. (

We check if theinput ; still does not affect any state value

(i.e., jSD State jyg SD State ; 4)gj< SD State ()9). If that

is the case, we repeat sted) hrough 6) up to 10 times. If Fig. 6: Results of profilingthrottle  user command in
the input ¢ enables thenput ; to change RV's state values ArduPilot. The x-axis represents each flight mode, and y-axis the
(Le., jSDState ()g SDState ,4)0j> SDState )g), we SO State (npinput)d SDState (wome )0 Wherei denotes
conclude that thenput ; requires theinput ¢ to be executed. j-th state. Thethrottle user command changes four states:
However, if none of thénput , can enablénput j, we conclude  headingthrottle, altitude, andclimb.

that the simulators do not support tirgtut ;.

_ . Algorithm 1 Policy-Guided Fuzzing
~ For _example, whemput j is the ParaChUte_ Command and  jnput. A simulatorSIM minimized fuzzing Spackput min, iNpUt-policy maps
input | is the CAM_TRIGG_TYjEEameter, which defines how to MAPan MTL formulaf , a fuzzing time limitt
trigger a camera to take a picture, #igtudestate values remain un- Output: A policy violationVand an input sequence causing the violatigs

changed. This is because tizAM_TRIGG_TYRifameter cannot  1: function FuzzING(SIM MAPINput min, f, t) o _ . Main
trigger the execution of th@arachute command. On the other g mﬁé \ngg)r otal fime <t do - Initialize the input sequence
hand, ifinput ; is the Parachute command andhput  is the 2 input  MUTATE(MAPINpUE min, f,DIS) . Get a mutated input
CHUTE_ENABL#bameter, altitude values change significantly s: S SIMexecutdput ) . Collect RV's states$) from SIM
jSD State )9 SO State (i ki )gj> SO State ()9 Particularly, 6: S NOISEelimination§) . Eliminate environmen‘tal noise
the CHUTE_ENABLEBameter enables deploying the parachute”: DIS UPDATE_DISTANCE(f, 5 - Calculate distances

- - . - V  Poticy_CHeck(f, DIS) . Check policy violations
with the Parachute command, which impacts thaltitude 9 INPUL seq= INPUL seql INpUt

Hence, the profiling engine identifies that tiRarachute com-  10-  endwhile

mand is dependent on theHUTE_ENABLEDameter. Therefore, 11: Ve POST_BUGHPUL seq, V) . Conduct Bug Post-Processing
for PGFRUzz to deploy the parachute, first tl@HUTE_ENABLEDL2:  retumn iVVseti

parameter must be enabled, and thenRiaeachute can be sent, 13- énd function

14: function MUTATE(MAPINpuUt min, f, DIS) . Mutating inputs via MTL
Dynamic Analysis for Narrowing Fuzzing Space @). In 15:  input  RANDOM(INput min, MAP . Randomly pick an input
this step, we analyze which states of the vehicle chang® — I"Pul inp(th“DANCE('”p“t 1, DIS) el D

according to the executed input. We first collect all statejg: o,
values while executindnput ; as described in the previous
step (dependency among input® (in Figure 3)). If

jSDState )g SDState (;;)gj> SO State { )9, we conclude  ygign a random value to the input, and execute it in a simulgor. (
that theinput ; changes theState ;. To illustrate, Figure 6 \ye make the vehicle satisfy the precondition (eipde = BRAKE
depicts the_results of_ the dynamic analysis for theottle _USer  and measure the time required) ¢o satisfy the desired states
commar)d in ArduPllot: Thehrottle _ user com_mand_lmpacts (e.g.,Pos = Pos 1) in the simulator. (4) We negate the precondi-
four vehicle statesieading throttle, altitude, andclimb. Figure 6 5710 test again with another random input. We repeat the 2pps (
also shows that théhrottle  command affects the vehicle (g 4100 times, and we defirieas the maximum required time. For
differently depending on the flight mode. This is because thgsiance, the profiling engine notices that tBRAKEnode requires

vehicle interprets (or ignores) thiiarottle . command differently 5 aximum ofL 27 seconds to stay in the same position. Therefore,
based on the flight mode. For instance, to tes@HUTEDolicy,  pGRyzz starts checking the policy violation after this time limit.
PGRUzz mutates thethrottle  command since it affects the

altitudeof the vehicle.

d function

. ) ) B. Policy-Guided Fuzzing
Extracting Inputs Related to Each Policy @). In this step,

we first extract the inputs related to each policy from input-term  The Policy-Guided Fuzzing component discovers policy
mappings@, @, and@. Then, we construct the input-policy violations given .the minimized input spat®ut ., derived at
map @). It represents a set of inputs per each policy, in whichthe Pre-Processing component.

PGRuzZz will mutate those inputs to test each policy. 1) Overview of Policy-Guided FuzzingAlgorithm 1 details

Analyzing Unknown Time Constraints of MTL formulas (@).  the Policy-Guided Fuzzing component's steps. The algorithm
In this step, we determine the unknown time liknihn MTL formu-  repeatedly conducts the following: (1) randomly picks an input from
las (e.g., when the vehicle is BRAKHENnode, it must stop withik Input mn and the input-policy maps at lirk, (2) assigns a value to
seconds: f(Mode=BRAKE ( [oqPos = Pos 1)g). Thisen- the selected input based on the propositional distances adlif@r
sures the detected policy violations are true positives. To this end, wexample, whef®® GFUzz increases a value of the input and it causes
conduct the following stepsi) We decompose the policy to terms, an increase in a propositional distane& Fuzz keeps assigning
e.g., theABRAKEpolicy (defined above) consists of two terms: the same value to the input whBfFuzz selects the input again
modeand position This procedure is explained in detail@ -  (Section\-B4), (3) executes the mutated input on the simulator
Mapping Each Policy onto Term®)(We randomly select one of the at line5, (4) eliminates environmental noise of the physical states
inputs related to the policy from the input-policy m@in Figure 3,  at line6 (SectionV-B2), (5) calculates distances according to the



changed states at life(Section\-B3), and (6) ifPGFuzz detects when the proposition is satisfied andl when it is not. In

a policy violation at line, it sends all mutated inputgiput s¢q)  contrast, a numerical distance is computed as a normalized
to the Post Bug-Processing component at lit€Section\-C).  difference (e.g., (CHUTEALT MIN ALT)=CHUTEALT MIN
PGFuzz repeats these steps until it detects a policy violation, owhen the terms in a proposition are numeric
the fuzzing time is reached to a user-defined upper lithit ( (e.g., (ALT, > CHUTEALT MIN). The propositional distances

2) Noise Elimination: In this step, we eliminate the (P P5) of the parachute policy are:

environmental noise such as sensor noise and wind effect. Without 1P = 1  if Chute; =on
noise eliminationPGFuzz may incorrectly guide the mutation DP= 1 if Chute; 6 on
engine (as we illustrate in Figure 7 in our evaluation). For instance, (

let us assume our mutation engine's goal is to minimize the altitude 1 ifArmed 6 true
(to trigger a policy violation) and at tim&= 1, Alt = 15. Then, P = 1 if Armed = true

PGFuzz executes an input to decelerate the motors' speed. This (

input decreases the altitude under normal conditions. However, _ 1 if Mode = FLIP=ACRO
if s_trong_wind and sensor noise occur together with the input, the @)Ps= 1 if Mode 6 FLIP=ACRO
altitude increases bg meters,T= 2, Alt = 17. Then,PGFJUzz

wrongly determines that executing the input to decelerate the (4)P;= %
motors' speed increases the qltitude. HencelaB8 PGFRUzz 5) P, = CHUTBLTMIN ALY
increases the motors' speed, which further increases the altitude. To G R = T CHUTRALTMIN

address this, we use reference state values in the control algorithms \we compute the global distance based on the propositional

of flight control software. For example, ArduPilots control gistances. Particularly, the arithmetic global distance is derived by
algorithm keeps calculating reference altitklelr , thatis the  converting “not”, “and”, “or” to 1, min, andmax{29], [64]. The
expected altitude value without noise. The reference altitude is usqsglc|_|u-|-1[53 global distanceis 1 [minf Pi;maxXPs;Ps;Py;Ps)g]. To

to compute an altitude error @ Ty = ALTer ALTar Where  gutomatically generate code snippets to compute the propositional
AlLTyt denotes the altitude measured by sensors. H#iCB:  and global distances, the policy checker first creates a binary
represents the difference between the measured altitude and @?pression tree based on the converted MTL formulandh
expected altitude. Control programs calculate the reference statggentuallyform, then, it traverses the nodes of the tree (a detailed
from a filtering algorithm such as the Kalman filter. However, theexample is given in Appendix B). Lastly, the policy checker flags

reference states still include noise in harsh environmental conditiong pojicy violation when the global distance becomes negative.
(e.g., 10 m/s wind speed). To handle this problB@Fuzz also

leverages moving average to eliminate the environmental noise: 4) Mutation Engine:The mutation engine feeds inputs to the
Moving_average(State i s + State _i¢r) wWhere State i simulator to minimize the global distance, where the negative
denotes each state (Detailed in Section VII-A2). values of the global distance indicate a policy violation. We notice
) ) that maximizing the propositional distances (and making them

3) Policy Checker: The policy checker evaluates an MTL positive) results in minimizing the global distance (and making
formula on the RV's states in a simulation. Given the MTL formula jt negative) since the propositional distances are negated while
and the RV's physical states after executing a fuzzing input, thgomputing the global distance. Turning back to tR€HUTE
pollcy_ checkgar outp_utS|)( propo§|t|onal dls_tances to guide the policy, the global distance 1 [minf P;;maxPy:Ps;Ps;Ps)d] is
mutation engine andif a global distance to inform the bug oracle pegative when the propositional distances are positive. Hence, the
on a violated policy. The distances quantify how close a propositiopytation engine conducts the following steps to maximize the
and an MTL formula is to the policy violation, where negative propositional distances. (1) It first randomly selects an input from
distances indicate that a proposition or a policy is unsatisfied a”ﬂ*.elnput min Of the target policy, which is stored in the input-policy
the MTL policy holds or not. The policy checker first converts propositional and global distances, and flags a policy violation
the MTL formula in thealwaysform into an MTL formulainnot  f the global distance becomes negative. (3) If the executed input

First, the policy checker converts the “imply” operatbr X Fhe inp_ut with th.e assjgned _value. Fpr instance, if the inpl_Jt is
to the “and” operator’() and negates the propositions that Ncreasing the altitude, it contrlbqtes to increasing the proposmor]al
are at the right-hand side of the “imply” operator (Detailed indistanceP,. The mutation engine stores this input-value pair
Appendix B). For instance, tleCHUTEpolicy's MTL formula’ (altitude ;increase ). (4) When the mutation engine randomly
is converted to  [f (Parachute = on)g”f (Armeds true ) _ (Mode = selects the stored input again (e.g., changing altitude), it applies

FLIP=ACRD (AL > AL 1)_(ALT < CHUTEALT MINg]. the stored value to the input instead of randomly assigning a new
value to the input. For instance, it executaltitude ;increase )

Second, the policy checker derives the propositional distances keep increasing the propositional distance. The mutation engine
as a normalized difference and uses them to compute thepeats the stefl)-(4) until it finds a policy violation. IfPGFuzz
global distance [29], [64]. We define the propositional distancegannot find a policy violation, it stops fuzzing when the input
as a positive value if the proposition is true, and a negativgéequence's size is more than 1,000 or fuzzing time is more than
value if it is false. Particularly, if the terms in a proposition 2 hours. Then, PGFzz changes the target policy to another one.

are binary (e.g.,Parachute = on), the distance is set td )
v (eg ) 5) Working Example:Table Il shows an example of how

4 f(Parachute=on)g ! f (Armed = true) »~ (Mode 6 our Policy-Guided Fuzzing works. The example focuses on the
FLIP=ACRI (AL ALT% 1)” (ALE > CHUTEALT MINg ACHUTHpolicy. WhenT= 1, the mutation engine@ in Figure 2)




Time | Parachute | Armed | FLIP/ACRO mode | Measured Filtered 1102 03 4 5 Global distance Fuzzed input
(T) (on/off) ‘ (on/off) (true/false) altitude (m) | altitude (m) ‘ P ‘ p ‘ P ‘ P ‘ p ‘ (1 [minfPy;maxXP,;Ps;Ps;Ps)gl) | fornexttime T
1 off on false 92 94 7171 0 0.06 1 WIND_SPEEG
2 off on false 93 95 - - -1 1 0.01] 0.05 1 Parachute = on
3 off on false 95 95 1 171 0 0.05 1 Increase throttle
4 Off on false 97 99 1 117-1]7004] 0.01 1 WIND_SPEEXD
5 off on false 102 104 1 11-1]0.05]-0.04 1 Parachute = on

6 on on false 106 106 1 11-1]0.02]-0.06 -0.02 -

TABLE II: Propositional and global distances guided witput ¢, Input p, andinput ¢ (CHUTE_ALT_MB\set to 100 meters).

....................

(i.e., 5) to the parameter. WhéarF 2, PGFUzz calculates actual al- does not lead to the same policy violatidAGGFRuzz notices
titude based on the deviation between reference and current altitudésat the pair ofinput ; andvalue ; is mandatory to violate the
from @. PGFUzz predicts the actual altitude is 95 meters insteacpolicy. For example, thexCHUTE policy cannot be violated

of 93 meters@), eliminating the noise. The mutation engine first without (parachute = on). We repeat from step (2) to (4) until
notices that the changed wind speed increBgésit it decreasels.  the input minimization step finds a minimized input sequence
Then, it stores the input-value pair, i.2/INDSPEE5) which will which still causes the same policy violation. Turning back to
be used if the mutation engine randomly selects\i&ND_SPEED the ACHUTEpolicy example, the minimized input sequence is
parameter again. The mutation engine randomly chooses a user cdifmode= ACRY)(parachute = on)g.

mand (i.e., releasing a parachute command). However, ArduPilot
does not deploy the parachuteTat 3 because the current altitude
(i.e., 95 meters) is less thaBHUTE_ALT_Miich is 100 meters
as defaultPGFuzz increases the throttle value, increasing altitude
as the nextinput &i= 3. At T= 4, the global distance is the same as
the previous one. However, it increasesPh@ropositional distance
due to the inc_reasgd altitude. Thergfore, the m_utation engine also VI. |MPLEMENTATION

stores the pair of input and value, i.@hrottle ;increase ). It .

first randomly selects th&VIND_SPERfarameter again asthenext ~ We evaluatd®GFUzz on the three most popular flight control
input, then, it assigns the stored vafit® the parameter. Af= 5,  software, ArduPilot, PX4, and Paparazzi as target RV controllers.
PGFuzz randomly selects releasing a parachute command as ti&#mulator Configuration. All of the three flight control software
next input. AtT= 6, the policy violation checkel®) detects a use MAVLink [47] as their communication protocol between
policy violation because the parachute is deployed while the vehiclghe flight control software and Ground Control Stations (GCSS).

Users can easily perform a root cause analysis based on
the minimized input sequence with a violated policy. For
instance, they can identify a missing flight mode check from
f (mode= ACRP)(parachute = on)g. We provide such examples
when we introduce the case studies in Section VII-C1.

is climbing, which violateex CHUTE However, each flight control software implements the MAVLink
protocol differently. To deployGFuzz on ArduPilot and PX4,
C. Bug Post-Processing we choose Pymavlink v2.4.9 library [56] and PPRZLINK v2.0

. ' ... library [51] for Paparazzi. Their libraries alloRGFuzz to control
PGFuzz conducts Bug Post-Processing to find the m'”'m'z_e(k/ehicles through MAVLink v2.0.

sequence of inputs that causes a policy violation. The minimlze%

sequence can be later used to analyze the violation's root causiatic Analysis. We choose the Low Level Virtual Machine
The Bug Post-Processing consists of the bug f@»lr{ Figure 2) LLVM) 9.0.Q [45]to convert source code of the t'hree flight control
and input minimization stepg® in Figure 2). software tdbitcode the intermediate representation (IR) of LLVM.

To obtain data flow graphs (DFG), we use a Static Value-Flow
The bug pool first stores the violated poligyoficy v) withan  Analysis tool [62]. We wrote 386 lines of code (LoC) in C to
input sequence that causes the policy violation. The input sequeneellect all def-use chains dfiput » and correlate each state and
consists of each pair of input and mutated vdloput ; ;value ;)  Input . To map names of variables on source code to names of
whereinput ; 2 Input min. The input sequence includes all inputs states on policies, we manually construct a variable name mapping
and values from the start of fuzzing a policy until finding a policy table (i.e., synonym table Figure 5) for each flight control software.

violation. Therefore, it might contain some inputs which do notpynamic Analysis.We write 586 LoC in Python using Pymavink
contribute to the policy violation i.e., the same policy violation canapis for ArduPilot. We modify 54 LoC to integrate it into PX4.

be triggered without executing some of the inputs. For example, th&e 5150 write 741 LoC in Python for PPRZLINK as Paparazzi
input sequencé(mode= ACRD(wind = 5); (parachute =on)g | ses a different library than others.

violates ACHUT; licy°. However, (wind= not . : . .
olates ACHUTE policy’. However, (wind=5) does no Mutation Engine. We write a total 1,379 LoC in Python for

contribute to the policy violation. . . . AT ; ;
mutation engine, noise elimination, and policy checking. We
Second, to find the inputs that contribute to the policy violationmodify 94 LoC of 1,379 LoC for PX4 as they differently implement
the input minimization step operates as follows: (1) It create$MAVLink. We write 1,830 LoC for Paparazzi.

a new process to execute a separate simulator. (2) It createsggg post-ProcessingWe use Pymavink and PPRZLINK APIs to
new input sequence by excluding an inpimp@t ;) from the  5lement the Bug Post-Processing component. We write 626 LoC

original input sequence that caused the violatiopuyt (y;:::))- FOr iy python for ArduPilot and PX4, and 794 LoC for Paparazzi.
instance, it excludefparachute = on) from the input sequence

f (mode= ACRD(wind = 5); (parachute = on)g. (3) It executes VII. EVALUATION
5 f(Parachute =on)g ! f (Armed = tue) ~ (Mode 6 We first evaluate how each componenfRsb Fuzz contributes
FLIP=ACRI (AL ALT% 1)” (ALE > CHUTEALT MINg to the overall fuzzing effectiveness (Sectioifi-A). We then



After static After dynamic % of reduced RV system Version Subject Vehicle Simulator
‘ RV system ‘ # ofInput p ‘ analysis filtering | analysis filtering | target input space ‘ ‘ ik ‘ ‘ d ‘ APM SITL [9 ‘
ArduPilot 1,140 268 209 18.3% ArduPilot 403 Gazebho [33
PX4 579 333 176 30.3% Quadrotor JSBSIM 18
Paparazzi 82 57 51 62.2% PX4 1.9 Gazebo
i . . . . NPS49]
TABLE lll: Reduced fuzzing space for configuration parameters| Paparazzi 5.16 Gazebo
(Input p). .
e ayTae S TABLE V: Fuzzing target RVs.
‘ RV system ‘ #of Input ¢ ‘ #Input e ‘ analysis filtering | target input space‘ ‘ D ‘ Description ‘
é‘;?fpllm gg 13608 14530 ggg 2" AALT HOLP |If the throttle stick is in the middle (i.e., 1,500) the vehicle must maintain
LA PPHOVER |the current altitude.
Paparazzi 116 8 46 371% : - _
AFLIP, If and only if roll is less than 45 degree, throttle is greater or equal to 1,500,
. ; altitude is more than 10 meters, and the current flight mode is oGO
TABLE IV: Reduced fuzzing space for user commaridpift ) and ALT HOLBen the fiight mode can be changediblP,
and environmental faCtOI’ﬁ‘l(DUt E)- AGPSS 'When the number of detected GPS satellites is less than four, the yehicle
must trigger the GPS fail-safe mode.
ALOITER .
PXHOLD The vehicle must maintain a constant location, heading, and altitude
PPHOVER
ACHUTE Parachute can be deployed only when the following conditions are satisfied:
(1) the motors must be armed, (2) the vehicle must not be irFthHe|
or ACRQlight modes, (3) the barometer must show that the vehicle is
not climbing, and (4) the vehicle's current altitude must be above the
CHUTE_ALT_Mtidrameter value.
ARCFS If and only if the vehicle is armed iM\CRGnode and the throttle input
(a) Changed altitude values. (b) Changed yaw angles' !S Ieszlthtaln z'!e minimunF6_THR_VALBrameter), the vehicle must
: . : - immediately disarm.
Flg'.7' The Changed sensor values unué}lTERﬂlght mode with ARCFS If the throttle input is less tharS_THR_VAL&rameter, it must change
environment factors. the current mode to the RC fail-safe mode.
ALIVE The vehicle must keep sending heartbeat messages to ground |control
. . P . . systems everl seconds (this policy applies &&PXPP.
evaluatePGFuzZz's effectiveness in finding bugs in real flight 53555 ifime exceedscoM POS_FS DEdcends after GPS loss is detetted,
control software, ArduPilot, PX4, and Paparazzi (Section VII-B). the GPS fail-safe must be triggered.
PXGPFS If the GPS fail-safe is triggered and a remote controller is availablg, the
A. Component Evaluation flight mode must be changed &LTITUDENode.
: p PXTAKEORF |When the vehicle conducts a taking off command, the target altitude must
be the MIS_TAKEOFF_Apdrameter value.

1) Profiling Engine Evaluation:Table Il shows the fuzzing
space reduction generated by the Pre-Processing step, relativerBLE VI: Example policies violated by ArduPilo#§, PX4 PX

configuration parametertnput p). The decreased fuzzing space and PaparazzPP) (See Appendix E for complete list of policies).
on ArduPilot, PX4, and Paparazzii8:3%, 30:3%, and62:2%,

respectively. PGFUzz achieves the highest reduction rate in
ArduPilot because ArduPilot includes 504 hardware configuratio
parameters which are irrelevant for our analysis 2thdbad only

parameters. On the other hand, it shows the lowest reduction r
on Paparazzi because most of 83 configuration parameters We identify policies based on their documents and represent
related to attitude and altitude control algorithm (ikg;K ; and  them in MTL formulas. Table VI presents example identified

Kq of the PID control algorithm Section Il) have a direct effect policies. However, we found that each flight control software

on the drone’s behavior. Table IV shows reduced fuzzing spacgas a different level of detail in its documentation. For instance,
for user commandsr{put c) and environmental factorénput ). ArduPilot provides detailed documentation that explains its correct
The decreased fuzzing space on ArduPilot, PX4, and Paparazgberations, including its intended behavior in each flight mode and
is 66.4%, 44.8%, and 37.1%, respectively. fail-safe logic. In contrast, Paparazzi does not provide appropriate

2) Noise Elimination:Figure 7 shows the results of the noise documentation that explains its correct operation. To extract
elimination componen'@ in Figure 2) on ArduPilot. We record  POlicies from Paparazzi, we used developer comments in the source
the sensor values evel ms and usd0 m/s wind speed, the c_ode, which details the correct behavior of vehicles in different
wind direction of60 degrees Z-axis3 m/s2 acceleration noise, flght modes, and we converted them to MTL formulas.
a.nd LOITERf“ght rnodéS We Conﬁgure the W|dth Of the mOVing Our eva'uation resu'ts are Shown in Tab|e VRGRuzz
average window ad in the noise elimination component. As found a total of 156 bugs. Some policy violations are caused by
Shan In Flg.ure 7, it filters Out.the ChangeS In attltudf-:‘ due tO th@humple bugs_ For instanCaALT_Hopras violated by either
noise and wind. The areas with a red background in the figurg proad valid range of parameters or GPS failure (Detailed in
indicate when the wind is enabled. SectionVII-C 2). Moreover, some bugs cause multiple violations,
e.g., repeatedly activating theLIP mode makes the vehicle crash
on the ground. This violates botkFLIP; and AALT HOLP
policies. We group found bugs into four categorié$:'Broad valid
ange” bugs mean that valid ranges of configuration parameters are
et incorrectly. For exampleATC_RATE_R_M#aX a valid range
fom 0 to 108Q However, when users assign less tiag, the

8in LOITERmode, the flight control software automatically maintains the VENIcle leads to unstable attitude control and crashes on the ground.
current location, heading (.., yaw), and altitude. (2) “Misimplementation” bugs happen when a feature does not

l;(ehicles used in our evaluation. We redGFuzz for 48 hours
using Ubuntu 18.04 64-bit running on an Intel Core i7-7700 CPU
a@ 3.6 GHz with 32 GB of RAM.

B. Framework Evaluation

To evaluate the effectiveness®GFUzz, we integrate it into
ArduPilot, PX4, and Paparazzi, to find safety and security policy[
violations. Table V presents the software version and subje
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# of Root cause Physical effect

Policy b
ugs Broad - - . No checking Crash Software | Unstable [ Unexpected
valid range | Misimplementation | Unimplemented | '\ zjiq range | on the ground | crash | attitude | behavior
AALTHOLDP 7 2 5 4 3
AFLIP, 1 1 1
AFLIP,
AALT HOLP 1 1 1
AGPTFS 1 1 1
ALOITER 8 2 1 5 1 4 3
ACHUTE 1 1 1
ARCFS 1 1 1
ARCFS 1 1 1
AALIVE 82 5 77 82
Total (ArduPilot) | 103 4 17 0] 82 6 82 4 11
PXALIVE 8 8 8
PXGPFS 2 2 2
PXGPFS 2 2 2
PXHOLD 23 20 1 2 9 13 1
PXTAKEORF 1 1 1
[ Total (PX4) [ 36 ] 20 [ 6 [ 8 [ 2 [ 9 [ 8 [ 13 ] 6 |
[PPHOVER | 10 [ 10 | | | | | 6 |
[PRHOVER | 7 | 7 | | | I S S R S
[ Total (Paparazzi) | 17 | 17 [ 0 [ 0 [ 0 [ 5 [ 0 [ 8 [ 4 |
[ Total (all) [ 156 | 41 [ 23 [ 8 [ 84 [ 20 [ 90 ] 25 ] 21 |

TABLE VII: Summary of found 156 previously unknown bugs in the three popular flight control softR&euzz found 103 previously
unknown bugs in ArduPilot, 36 in PX4, and 17 in Paparazzi. (The policy descriptions are given in Appendix E.)

work properly either under normal or in a particular situation after [ Inputtypes causing bugs | # of bugs |
developers implement the feature. For instance, PX4 fails to trigger Input p 120

a GPS fail-safe mode in specific flight modes). Unimplemented” :283: c 120
bugs refer to unimplemented sensor failure handling conditions TNpUt Eandlnput c 20
though these are mentioned in their documents. We found such Input p andInput £ 3
bugs, particularly in PX4.4) “No checking valid range” bugs Tnput p, Input ¢, andnput g il
mean that valid ranges of configuration parameters are not checked. [ Total [ 156 ]

For instance, a vehicle yields a floating-point exception when _ . )
the ATC_RATE_R_MEXameter is assigned to a value out of its PABLE VIII: Required input types to trigger bugsnput p,
predefined range. The identified policy violations cause different’PUt ¢, and Input ¢ represent configuration parameters, user
undesired behaviors in the vehicles, as shown in the Table \/ommands, and environmental factors.

“Physical effect” column. We divide the physical effects of the

bugs into four categoriesl) “Crash on the ground” represents violation. We exclude such inputiiput ¢, Input p, andinput g)
the vehicle that loses its attitude control and then sends a free fafom our analysis. Further, we found that a vehicle might crash on
warning message to the GC8) {Software crash” happens when the ground and violate policies whiRGFUzz operates the vehicle

the flight control software crashes due to a floating-point exceptionoo acrobatically. Thus, we also limit inputs leading the acrobatic
(3) “Unstable attitude” represents a vehicle having a fluctuatingperations (Detailed in Appendix C).

attitude. &) “Unexpected behavior” represents all the other issues . . o
including non-checking preconditions to change vehicle states (Sechalysis of Input Types. Each policy violation is triggered by
tion VII-C 1), failing to stay at the same altitude (SectidhC 2), ifferent types of Inputs. Table Vil presents the .number of b.l“.'gs
wrongly calculated altitude after acrobatic flying (SectidhC 3). caused by different input types. This analysis details the capabilities

and failing to trigger a fail-safe mode (Section VII-C4). that an adversary requires to trigger a bug. More _specifically, an
adversary who can change one of the configuration parameters,

Analysis of Bugs. We refer to the *misimplemented” and user commands, or environmental factors is able to trigg2out
unimplemented” categories in Table VIl as logic bugs. Out®  of 156bugs. Additionally23 bugs require changing two types of

bugs,PGFUzz detected1 (19:9%) logic bugs. The *broad valid  inputs, and only one bug requires control over three types of inputs.
range” and “no checking valid range” bugs involve input validation

and memory safety bugs. We consider an input validation bug ds°mparison of PGFuzz with no Policy-guided Mutation. We

a memory safety bug when it causes memory corrupR@EUZZ compare the (esult_s &FfGFuzz with fl_JZZlng without using pohcy_
detectedd0 (57:7%) memory safety bugs ar@h (224%) input gwd_ed mutation with (a) excluded input space frpm the profiling
validation bugs. Lastly, we refer to the identified bugs as harmlesg§ndine, i-., inputs unrelated to policies, (b) full input space, and
when they do not cause a crash, unstable attitude, and incorrdg} "educed input space. In all cases, inputs are randomly sampled
altitude. For instance, assigning wrongly converted angles to 50 the input space. Figure 8 compares the resuli3@fuzz
camera gimbal does not lead to any operational effect on the vehicl¥ith (8), (b), and (c), the time vs. the cumulative number of found

PGFUZz detected 11 (D5%) harmless bugs out of 156 bugs. ~ 2uds overtime on the three systeR& Fuzz found thel56bugs

- . o in about48 hours. The fuzzing with no policy guided mutation and
False PositivesWe found a set of input combinations cause falsethe excluded input space, i.e., in the case of (a), we found2inly
positives in the violated policies. For instance, wt@Fuzz

a_SSigns Zero KS|M_ENG|NE_MW§meter_ in ArduPilot, the_ "We note that the total number of butfs6does not include th21 bugs found
simulator turns off the vehicle's engine, which leads to a policyby the excluded input space.
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# of acknowledged # of bugs # of patched

‘ ‘ # of bugs bugs will be patched bugs
ArduPilot | 103 79 > 3
PXa 36 27 21 6
Paparazzi| 17 0 0 0
Total 156 106 %6 9

TABLE IX: Results of responsible disclosure.

Fig. 8: Results of fuzzing based on our guidance and minimized
input space in ArduPilot, PX4, and Paparazzi.

bugs, in the case of (b), we foué bugs, and in the case of (c),

we found63 bugs. All identified bugs in the case (a), (b), and (c) ) ]
are floating-point exceptions. (a) Changed roll with the parachutg(b) Changed roll with the parachute

o under ALT_HOLIhode. under FLIP mode.
Accuracy of the Minimized Input Space. PGFuzz reduces

original input space to a minimized space related to policies (See

Table Il and Table 1V). If many bugs are triggered by inputs

excluded by the profiling engind® in Figure 2),PGFRuzz may

miss bugs because it does not mutate inputs from the excluded

input space. However, the excluded input space leads to a total of

21 floating-point exception bugs, as shown in Figure 8. Therefore,

the reduced input space is still effective at finding the bugs due to ] ) ) ]

mainly two reasons. First, the excluded inputs do not affect physicdf) Changed  pitch ~with the (d) Changed pitch with the
states related to the policies. For instant82 configuration ~ Parachute undeALT_HOLIode. - parachute undeFLIP mode.
parameters in ArduPilot are for on-screen displays on a GCS: ths!9; 9: The changed attitudes with the parachute. The red, green,
they do not affect the vehicle's physical states. Second, most & 'd PIU€ areas on the figures denote the released paraéiiee,

the excluded inputs are self-sabotaging. For instance, GPIO prOde’ and landed on the ground, respectively.

configurations and commands for turning off actuators. While these

inputs lead to abnormal behaviors, we do not consider these casesfasr categories based on their physical impact on the vehicle, as
policy violations/bugs, as discussed in our threat model (Section Ililetailed in Table VII. (1)6 bugs cause crashes on the ground,
Comparison of PGFuzz with RVFuzzer. A recent testing (2) 74 bug causes software crashes, §3ug causes unstable
system, RVFuzzer [41], discovers input validation bugs in RyAtitudes (i.e., unstable roll, pitch, and yaw), andi(#pugs cause
control programs. Specifically, RVFuzzer only fuzzes configuration!nexpected behaviors (i.e., deviating from assigned missions). At
parameters and a single environmental factor wind to find contrdf€ time of writing 9 software crash bugs have been patched, and

instability bugs, e.g., unstable attitude or deviation from a flight28 ©f the bugs are confirmed and will be patched. The remairiing
path. We contacted RVFuzzer's authors to determine how marRHds are software crash issues in ArduPilot. The root cause of the

of the bugs reported B§GFuzz can be discovered by RVFuzzer, /1Pugs is that ArduPilot does not check whether some parameters
RVFuzzer could find28 out of 156 bugs. Three reasons prevent € within thfa|r valid ranges (_aIthough these ranges are sta}ted in the
RVFuzzer from detecting th&28 bugs thatPGFuzz reported. documentation). These missing checks lead to floating-point excep-
First, if a policy violation does not affect the vehicle's attitude tions when they are assigned to too large, too small, or zero values.
and flight path, RVFuzzer cannot detect the violation becausr%aSed on the feedback we got from the developers, they stated
RVFuzzer only uses one policy that defines the stable attitude a at users are responsible for assigning values to these parameters.
a correct flight path. For example, the aforementiopadachute For.no.vv, they do not consider code updates to prevent users from
requires the flight control software to check some precondition&SSigning unsafe values to the reported parameters. They stated th'at
to deploy the parachute. However, these conditions, which leadsn€Y insert every parameter check code snippet, micro-controllers

to unsafe states, are not checked by RVFuzzer. Second, some bijg¥teéd memory space may affect the vehicle's proper operation.

are only disclosed with user commands, environmental factors, and

configuration parameters (Sectigii-C). However, RVFuzzeronly C. Case Studies

mutates inputs for the configuration parameters. Lastly, RVFuzzer _ o . i

cannot discover a set of bugs due to its limited binary search-based e detail four policy violations identified by GFuzz. We first
algorithm [40]. For instancePSC_ACC_XY_FIb@is2:0 as default describe the underlying reasons causing each violation and then
value. The vehicle does not show any unsafe state when Gt 4uac show how attackers can exploit them to force undesired vehicle
2:0. In this case, RVFuzzer concludes tf&g] is a safe valid range. states. We note that existing RV fuzzing vyorks cannot discover
However, the vehicle leads to an unstable attitude and even crasH8§se bugs because they do not fuzz all input types and do not
on the ground when PGRz assigns @001 to the parameter.  Implement a proper bug oracle to detect them.

Responsible Disclosure.We reported the identified bugs to the 1)Case Study 1 - Unexpected Behaviors due to
vendors (development teams of RV softwal€)6bugs out of the  Misimplementation: RVs must check a set of preconditions
total 156 bugs have been acknowledged by developers. Table X0 safely enter a new state. HowevBiGGFuzz discovered that
details the bugs for each flight control software whether they ar¢éhe flight control software does not check the preconditions or
patched/will be patched. We categorize ¥ confirmed bugs into  incorrectly verify these preconditions.
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is in the middle position (i.e., maintaining the current altitude),
and the vehicle is inALT_HOLIode, it must maintain the current
altitude. We represent this requirement wkALT HOLPpolicy
(See Table XII for its MTL).

Root Cause.PGFRUzz discovered that this requirement is not
correctly implemented if roll axis rate controller parameters
. , , ) are changed. Figure 10b shows the drone's altitude decreases
@) fliude ingATHOLD (0 Al duingALT_HOLD (o the vehicle f 1 hELIP mode (second? under rormal
performed. conditions. ArduPilot is able to maintain the current altitude

when switching back to thé\LT_HOLBhode (starting from
second24). However, if the values of the two roll axis rate
controller parameters®\TC_RATE_RLL &hkd ATC_RATE_R_MAX
are modified, ArduPilot cannot maintain the altitude after a flip
maneuver although the flight mode is thé.T_HOLBNd the
throttle stick is in the middle, as shown in Figure 10c. The root
cause is the broad range of accepted parameter values.

(c) Altitude duringALT HOLD (d) Altitude during ALT HOLD Attack. An attacker can exploit this vulnerability by assigning a
mode, when a flip maneuver mode, when the parameter Small value to the two roll axis rate controller parameters. Here

is performed, andATC_RAT - GPS_POS1iZ set incorrectly, the attacker can manipulate the configuration parameters by either
RLL_FFand ATC_RATE_R_MAX and aflip maneuver is performed. overriding them before a flight or changing them after the vehicle
parameters are set incorrectly. takes off. When the user triggers tié.IP mode, the drone fails

Fig. 10: Altitude values in different scenarios. The white colorto recover a stable roll angle due to the limited roll angular velocity,
background shows when th&lLT_HOLMode is enabled. The which leads to the failure to stay at the same altitude and eventually
green color shows the time thfeLIP mode is enabled. The red crashing to the ground. We note that the changed roll parameters
color shows the tim&ALT HOLPpolicy is violated. do not affect the drone's attitude control under its normal operation
since they do not require a large roll angle velocity. This prevents

Policy. ArduPilot documentation explicitly states the conditions to USers from noticing the limited roll angle velocity and, consequently,
deploy a parachute: (1) the motors must be armed, (2) the vehiciBe e_lttack. To prevent sut_:h. unstable attitude control, ArduPilot
must not be in theFLIP or ACRGlight modes, (3) the barometer F€quires to increase the minimum range value\dC_RATE_R_-
must show that the vehicle is not climbing, and (4) the vehicle's cuf!/AXand ATC_RATE_RLL. Fhis bug is confirmed by ArduPilot
rent altitude must be above tH@HUTE_ALT Mtidrameter value. developers, and they proposed to update the parameter ranges.

PGFuzz detected policy violations while checking the&eHUTE 3) Case Study 3 - Incorrect Altitude Computation after
policy (See Table XII for its MTL) that defines these conditions. - Acrobatic Flying: Drones measure the same physical state from

Root Cause PGFuzz discovered that ArduPilot only checks the Multiple sensors to address sensor failures and perform sensor
last condition among the four preconditions when the parachutfé_‘s'on- For instance, GPS and barorr_leter sensors measure altitude
is manually released. To illustrate, Figure 9a and Figure 9c depi@multaneously. Howevel?GFuzz discovered that ArduPilot

the drone's attitude changes with the released parachute in tfigcorrectly computes the altitude when high deviations in GPS
ALT_HOLBode, showing that the drone performs a stable landing€nsor occur. The drone_ cannot maintain its altitude in the
However, wherP GFuzz triggers the FLIP mode and deploys the ALT_HOLMode due to the incorrect altitude.

parachute at the same time 2&tseconds), it loses pitch controls Policy. PGFuzz discovered this policy violation while fuzzing the
and then crashes on the groun@@seconds (See Figure 9b and AALT HOLPpolicy, which is the same policy discussed in Case
Figure 9d). The flight control software sends a crash warning meSitudy 2 (Sectiorv11-C 2). While the violated policies are the same,
sage to GCSs when it detects landing on the ground with an unstaliige input sequence that causes the violation and the violation's
attitude. We identify the drone's crash via the MAVLink message.root cause differs. This is becau8& Fuzz first reboots the drone

Attack. An attacker capable of spoofing/replaying user command8 the simulator to negate all changed configurations after finding
to trigger the FLIP mode and deploy the parachute simultaneoushy? policy violation. It then restarts fuzzing to find different bugs
is able to cause a crash. We note that though the attacker triggers fiséated to the same policy.

parachute, this action still looks like an innocent command becausRoot Cause.PGFuzz discovered that high deviations in GPS
the flight control software can automatically deploy the parachut@ensor coupled with incorrectly assigned parameter values
without the manual command when it determines that the drongesult in the drone not maintaining its altitude in tAkT_HOLD

is losing attitude control. To prevent such unsafe state transitionsode. First,PGFuzz causes a high deviation in GPS sensor
ArduPilot requires to check the four conditions before deployingneasurements by assigning a value to @RS _POS1 parameter

the parachute. This bug is reported to ArduPilot developers, anahd triggering an acrobatic flying activity (e.d=LIP or ACRO

we are waiting for a reply from them. modes). The high deviation causes ArduPilot to switch the altitude
measurement source from GPS to the barometer. Then, ArduPilot

2) Case Study 2 - Failing to Maintain Proper Altitude after the incorrectly applies theGND_ALT OFFSi&Fameter to calculate

Flip Maneuver: Each configuration parameter has its valid raNg€he parometric altitude, causing an undesired altitude change, as

HO‘{VeVﬁ;'PGFUZZ d;]s.cr?vered th?ﬁ a sert]_olf ptaramethers htﬁve 'nconriCown in Figure 10d. Particularly, ArduPilot sets the altitude to
rect valid ranges, which causes the venicie to crash on theé grounfi, ., \yhen the vehicle is taking off, although the user assigns a

Policy. The ArduPilot documentation states that if the throttle stickvalue to theGND_ALT_OFFStefore take-off. Hence, ArduPilot
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