PGPATCH: Policy-Guided Logic Bug Patching
for Robotic Vehicles

Hyungsub Kim, Muslum Ozgur Ozmen, Z. Berkay Celik, Antonio Bianchi, and Dongyan Xu
Purdue University
{kim2956, mozmen, zcelik, antoniob, dxu}@purdue.edu

Abstract—Automated program repair (APR) methods aim to
identify patches for a given bug and apply them with minimal
human intervention. To date, existing APR approaches focus on
repairing software bugs, such as memory safety bugs. However,
our analysis of popular robotic vehicle (RV) control software
shows that most of their bugs are not memory bugs but rather
logic bugs. These bugs, while not causing software crashes, can
cause an RV to reach an undesired physical state (e.g., hitting
the ground).

To fix these logic bugs, we introduce PGPATCH, a policy-
guided program repair framework for RV control programs,
which identifies the correct patch for a given logic bug and
applies it without human intervention. PGPATCH takes, as input,
existing or new logic formulas used to discover logic bugs. It
then leverages the formulas using a dedicated dynamic analysis
to classify the previously known logic bugs into a patch type. It
next uses a customized algorithm, based on the identified patch
type and violated formula, to produce a source code patch as
output. Lastly, it creates repeatable tests to verify the patch’s
completeness, ensuring that the patch is correct and does not
degrade the RV’s performance. We evaluate PGPATCH on selected
bug cases from three popular RV control software and find that it
correctly fixes 258 out of 297 logic bugs (86.9%). We additionally
recruit 18 experienced RV developers and users and conduct a
user study that demonstrates how using PGPATCH makes fixing
bugs in RV software significantly quicker and less error-prone.

I. INTRODUCTION

Patching security vulnerabilities in a timely manner is crucial
to prevent attackers from compromising software. Yet, recent
works have shown that creating patches on time is challenging
due to the required manual effort [33], [75]. For this reason,
there has been an increasing interest in automated program
repair (APR) to create patches without human intervention.

There are two broad types of APR approaches. First, test
suite-based methods generate patches for bugs that cause
outputs to deviate from developers’ expectations [20], [27],
[40], [49], [54], [56], [79], [80]. Their patch localization
and generation algorithms require users to input passing and
failing test cases that define the program’s expected outputs
corresponding to certain inputs (i.e., test suites) [39], [46].
Second, specification-based APR approaches fix bugs through
specifications that define functional requirements in the form
of natural language documents or formal logic formulas [5],
[15], [341, [371, [38], [48], [82].

In this paper, we consider logic bugs in robotic vehicle (RV)
control software, which are bugs that cause deviations in the
RV’s physical behavior from the developer’s expectations but
do not cause the program to stop execution [32]. The reason is
that our analysis of 1,257 existing bugs (from 2014 to 2021) in

two popular RV control programs (ArduPilot [8] and PX4 [64])
indicates 98.2% of them are logic bugs, showing the prevalence
of logic bugs in RV software. Logic bugs in RVs mainly stem
from misimplementations and design flaws. For example, PX4’s
documentation states that “fail-safe mode must be triggered
when GPS loss is detected” [28]. However, PX4 fails to trigger
the fail-safe mode under the following three conditions: (1)
the COM_POS_FS_DELAY configuration parameter has a negative
value, (2) the RV is in the CIRCLE flight mode, and (3) the RV
passes through an area where the GPS signal is not available.
This logic bug leads to unsafe states, which causes the RV to
float unpredictably, potentially crashing into an obstacle.

Promptly fixing bugs in RVs is critical because an attacker
can stealthily exploit such logic bugs to cause undesired
behaviors and physical damage [17], [41]-[43]. Yet, patching
logic bugs in RVs is more challenging than fixing bugs in
traditional software for two main reasons. First, the “correct
behavior” of RVs depends not only on the “cyber space”
(i.e., how RVs behave according to inputs given to control
software) but also on the “physical space” (i.e., the physical
environment in which they operate). For example, consider
that a user gives an RV input to make the RV move forward.
From a traditional software point of view, the RV’s correct
behavior is to move forward because the software must show
consistent behaviors according to program inputs. Yet, the RV
may show different correct behaviors based on the current
physical environment: (i) moving backward if the RV is near
an obstacle, (if) landing on the ground if the RV loses GPS
signals, and (iii) staying in a stable position if a strong wind
blows. Second, the “input space” and “output space” of RV
software are much larger than those of traditional software,
given the amount of data that an RV receives and processes
at any given point in time. This data encompasses periodic
measurements from multiple sensors as well as commands
given by a ground control station (GCS).

Unfortunately, existing APR approaches do not address
these challenges. In fact, test suite-based methods fail to fix
logic bugs in RV control programs because the correctness of
patches depends on the test suite’s completeness. Achieving
completeness is challenging due to the RV software’s large
input and output space, as shown by previous work [45], [52],
[71]. Further, specification-based approaches cannot fix logic
bugs since they mainly focus on memory bugs [34], [48], or
they do not create code-level patches from specifications that
define the software’s correct behavior [5], [15], [37], [38], [82].

To address these limitations, in this paper, we introduce



PGPATCH, a policy-guided program repair framework for RV
control programs, which generates patches for a given logic
bug and applies them without human intervention. PGPATCH is
composed of four interconnected components: (1) Preprocessor,
(2) Patch Type Analyzer, (3) Patch Generator, and (4) Patch
Verifier. First, the Preprocessor takes an input that triggers the
bug and a formula written in the PGPATCH policy language
(PPL) which defines RVs’ expected operations. This component
checks the validity of the formula given by users. We note that
PGPATCH requires only a single test case triggering the bug
(i.e., one failing test case) while test suite-based APR methods
require a complete set of test cases, including both failing and
passing cases. Second, to handle diverse types of logic bugs in
RVs, the Patch Type Analyzer finds the most appropriate patch
type to fix the specific logic bug. Third, the Patch Generator
component finds the proper patch location for the targeted bug
and creates a patch. PGPATCH first identifies a patch location
through the PPL formula and pattern matching. It then creates
a patch based on the formula, identified patch type, and patch
location. Lastly, the Patch Verifier inserts the created patch into
the target source code and compiles the patched code. It then
tests if the patch fixes the bug and confirms that the patch does
not break the RV’s functionality or degrade its performance.
We evaluate PGPATCH on ArduPilot [8], PX4 [64], and
Paparazzi [59], the three most popular flight control software
used in many commodity RVs. PGPATCH correctly fixes 258
out of 297 logic bugs (86.9%) requiring, on average, 12.5
minutes to create one patch. Further, we conduct a user study
to compare the effort required by RV software developers and
users to build PPL formulas with their effort to create manual
code-level patches. Our user study shows that building PPL
formulas is easier and less error-prone compared to manually
patching logic bugs. We make the following contributions:

Behavior-aware Patch Generation. We introduce
PGPATCH, a policy-guided APR framework for RV
control programs, which leverages existing or new logic
formulas for patch localization and generation via a com-
bination of static and dynamic analysis. PGPATCH also
creates repeatable tests to validate the patch’s correctness.

Evaluation with Real-world RV Software. We applied
PGPATCH to the three most popular RV control software
packages. PGPATCH generated correct patches for 258 of
the 297 previously known bug cases (86.9%).

User Study. We recruited experienced RV developers and
users and conducted a user study that demonstrates the
usefulness of PGPATCH for patching bugs compared to
manual patching.

To foster research on this topic, we make PGPATCH publicly
available (https://github.com/purseclab/PGPatch).

Ethical Considerations and Responsible Disclosure. We
responsibly disclosed any previously unknown bug discovered
in this paper to the affected RV software developers. In our
user study, we avoid collecting any personally identifiable
information (PII). Our study was reviewed by our institution’s
IRB and considered IRB exempt.

<formula> 1= <term> <verb> <value> | <conjunction>
<formula> | if <formula>, then <formula>

| iff <formula>, then <formula>

<term> =SIPIEIVIF

<verb> = ‘is' | “is not' | “is more than' |
“is less than' |
“is greater than or equal to' |
“is less than or equal to'

<value > =S I PIVIFI
“true ' | “false ' | “enabled' |
“disabled ' | “error' | “on' |
“off ' | <integer> | <real_number>

<conjunction> ::= ‘and' | “or'

Listing 1: PGPATCH policy language (PPL) syntax in BNF.

II. PRELIMINARIES

Logic Bugs and Adversarial Exploitation in RVs. In this
paper, we use the term “logic bugs” to refer to bugs that
cause a program to operate incorrectly, leading to undesired
physical behavior, without causing a program crash or memory
corruption. Starting from this definition, we consider buffer
overflows, null pointer dereferences, and divisions by zero
as non-logic bugs [41], [43]. Logic bugs are caused by
developers incorrectly designing or implementing software
components. The developers’ mistakes might occur for various
reasons, including but not limited to unexpected environmental
conditions (e.g., strong wind and significant sensor noise) and
copying-and-pasting a buggy code snippet [16], [19], [72].
We assume that an adversary can exploit a logic bug to
stealthily disrupt an RV’s normal behaviors. Particularly, the
RV’s three types of inputs (configuration parameters, user com-
mands, and environmental factors) can be leveraged to trigger
a logic bug. The adversary can (1) override the configuration
parameter values, (2) replay or spoof user commands, and (3)
change environmental conditions or wait for suitable conditions
before conducting attacks. The adversary can conduct input
manipulation by exploiting known vulnerabilities in the RV’s
communication protocol and sensors [44], [73], [81].

PGPATCH Policy Language (PPL). A recent work on
logic bug-finding (PGFuzz [41]) has created linear temporal
logic (LTL) formulas for discovering logic bugs. Particularly,
users identify the RVs’ correct behaviors through official
documentations [11], [59], [68] and formally represent them
with LTL templates [41], [82]. However, defining LTL formulas
requires users to learn about syntax and rules of temporal logic.
To reduce the difficulty of LTL formulas, we introduce PPL
in BNF notation, as shown in Listing 1. In PPL formulas,
the “term” can be formed over an RV’s physical state (S),
configuration parameter (P), environmental factor (E), the name
of a variable (V), and the name of a function (F).
Additionally, we design two PPL templates: (i) T1: “[term]
[verb] [value] (conjunction)” and (ii) To: “if / iff [term] [verb]
[value] (conjunction), then [term] [verb] [value] (conjunction)”.
Users can use these formula templates to easily and quickly
build new formulas. For example, given a policy in natural
language stating that “the engine must be turned on”, users
can express the policy with Ty template: “engine is on”. Here,
“engine”, “is”, and “on” are matched with “term”, “verb”, and
“value” keywords. These three types of keywords compose
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/I Get a time delay to trigger position fail-safe
param_get(param_find("COM_POS_FS_DELAY"), &val);

/I Force the valid range of the parameter
posctl_nav_loss_delay = math::constrain(val * sec_to_usec,
POSVEL_PROBATION_MIN, POSVEL_PROBATION_MAX);

Listing 2: GPS Fail-Safe Bug [41].

void Copter::failsafe_battery _event( void ) {
if (ap.land_complete)
/I Stop motors
else if  (g.failsafe_battery_enabled == FS_BATT_RTL
&& home_distance > wp_nav.get_wp_radius())
/I Switch to RTL
else /I Switch to LAND

Listing 4: Battery Fail-Safe Bug [13].

~N o 0 A W N R

bool AP_Arming_Rover::pre_arm_checks() {
if (rover.g2.sailboat.sail_enabled()
&& Irover.g2.windvane.enabled()) {
printf("Sailing enabled with no WindVane");
return false;

void FlightTaskAutoMapper::_prepareLandSetpoints() {
_constraints.tilt = _param_mpc_tiltmax_Ind.get();

bool FlightTaskManualAltitude::activate() {
_constraints.tilt = _param_mpc_man_tilt_max.get();

Listing 5: Tilt Angle Bug [77].

oA~ W NP

Listing 3: Sailboat Pre-Arming Bug [1].

a proposition that is mandatory to build a PPL formula.
Conversely, the “conjunction” is optional, template is for .

expressing RV behaviors that have preconditions and pOCSt_Battery Fail-Safe Bug

conditions in PPL formulas. I, template, “if” expresses When a fail-safe condition is detected (e.g., due to a low-
imply and “iff” represents “if and only if", where “if” is used battery condition), and the RV is withi@ meters from its

for unidirectional statements and “iff” is used for bidirectionahome location, ArduPilot must change the ight mode to the
statements. For instance, given a policy stating that “if tHéANDmode, making the RV decrease its altitude and land on
RV lands on the ground and the pilot turns on disarmintfie ground. If the RV is farther tha? meters from its home
then the engine must be turned off”, the users can represt@gation, ArduPilot must switch the ight mode to tHeTL
this policy with T, template: “if land is true and disarm ismode. This mode rst makes the RV increase its altitude by
on, then engine is off”. Here, “land is true” and “disarm iRTL_ALPparameter value, then, it makes the RV navigate to its
on” are preconditions to trigger a post-condition (“engine #80me position and land on the ground. This is represented in
off”). Lastly, we implement a translator that converts LTL td®PL syntax as: “IfFailsafe is on and FS BATTENABLES

PPL formulas so thaP GRTCH can leverage the existing LTL 2 and homedistance is more than2, then modeis RTL.

formulas from logic bug- nding tools to x bugs (Sectior-B). However, ArduPilot decides its ight mode based on the
WPNAV_RADIp#sameter, instead of the hard-codzdeters

[1l. EXAMPLES OFLoOGIC BUGS as depicted at lin& in Listing 4. This causes the RV to operate
in an incorrect ight mode.

A. GPS Fail-Safe Bug D. Tilt Angle Bug

PX4 documentation states that “If the time exce@@3M_- Ry control programs typically limit a tilt range to prevent
POS_FS_DELA&conds after GPS loss is detected, the GRgastic behaviors. However, the programs must not limit tilt
fail-safe must be triggered”. This policy is formally expressegh L ANDor RTL ight modes, as this may cause the RV to
in PPL syntax as: “IfGP®ss is on and Lossime is more |ose position control when it is descending. A policy for this
than COMPOSFS DELAYthen GPg; is on”. PX4 v1.7.4 pehavior is de ned as: “linodeis LANDor modeis RTL then
forces theCOM_POS_FS_DEHioAguration parameter to have constraints :tilt s disabled ”. However, PX4 limits the
a value in the valid range (frorh to 100 at lines4 and5in it value in LANDand RTLmodes [77], which violates the
Listing 2. However, developers remove these lines from PX¢hove PPL formula, as shown in Listing 5.
v1.9. If users assign a value outside the valid range (e.g., -1) to
the parameter, it causes PX4 to fail to trigger the GPS fail-safe Exploiting Logic Bugs

and randomly y in the air when it loses GPS signals [41].  ayackers can exploit logic bugs to perform hard-to-detect
. . attacks. For instance, an attacker can exploit the Battery Fail-

B. Sailboat Pre-Arming Bug Safe Bug (Sectionll-C) to crash an RV on the ground, by

ArduPilot documentation states that “pre-arming must rassigningl to WPNAV_RADI&ar®1 300 to RTL_ALTthe RTL
turn an error when a sailboat is turned on without a winehode's minimum altitude. Then, if the RV's location2ameters
vane”, formally expressed with the formula: “Hrmed is from its home location, and the fail-safe is triggered, ArduPilot
false and SAIL ENABLEs 1 and WNDVNYPEis 0, then decides to change the current ight modeRdLmode, since
pre_arm checks is error ”. This policy intends that the RV the distance between the RV and the home location is greater
software must not allow the sailboat to operate without the wirtdan theWPNAV_RADpi8ameter value (i.el, meter). Then,
vane because RVs cannot navigate a waypoint without wittte RV keeps increasing its altitude BQOmeters. This altitude
direction obtained from the wind vane. However, ArduPilot dithcrease can completely deplete the RV's battery (especially
not implement this, causing the RV to deviate from its plannefithe fail-safe was triggered due to a low-battery condition),
path [1]. To x this bug, developers add an “if statement” intdeading the RV to a physical crash. Similarly, the adversary
the source code, as shown in Listing 3. can exploit the other logic bugs introduced in Section III.



Fig. 1: Overview of PGRrcH's work ow and architecture.
IV. LoGICc BUG ANALYSIS

As a preliminary analysis, by analyziny 257 existing
bugs in ArduPilot and PX4 fron2014 to 2021 (Detailed
in Appendix A), we found thaB3:7% of them can be xed
with one of the following ve patch categoriesi)(disabling
a statement, ) checking valid ranges of parameters) (
updating a statement4) adding a condition check, ané)( V. PGRATCH
reusing an existing code snippet. Therefore, we designed ]

PGRTCH to address these patch types. The otB&B% A. System Overview

of the patches requirel) adding third party libraries,?2j PGRTCH is a policy-based program repair tool for RVs,
implementing a new feature from scratcl8) (de ning a which patches logic bugs in the source code. Figure 1
new variable, loop, or function, andt)(other complicated demonstrates its four interconnected components, and Figure 2
techniques, e.g., adding/updating mathematical formulas. Thegews its two different usage scenarios. Particul&I@RTCH
requirements preverRGRTCH from automatically creating takes, as input,1j a formula, which de nes the RV's expected
patches for these bugs (Detailed in Section VII-B). operation, and2) a bug-triggering input that includes user

Disabling a Statement DISABLE A logic bug may cause commands, con guration parameters, environmental factors,
an RV to change its physical state when it is not supposafd the RV's physical states (e.g., the battery level). The for-
to. This mainly occurs when developers miss prohibiting ula can be given t® GRTCH as input in two different ways.
behavior. Fixing this bug type requires localizing and disablird) Figure 2-(a) shows the main usage scenari® GffATCH.

the statement that changes the RV's state incorrectly. It takes existing LTL formulas, which were used to discover

: : logic bugs through a logic bug- nding tool (e.g., PGFuzz [41]).
Checking Valid Ranges of Parameters CHEQKRYV software .
may fail to check the valid ranges of some con guration pararﬁ-G R;gl (f:onvelr s tthe LTLt formtulﬁas tOV\IID PL {ormultaf_,rfnd 'z
eters, which leads to unexpected behaviors (e.g., instability . es ormulas to create patcnes. Ve note tha syntax

loss of attitude control). When a parameter has a value Outs,aglutdes s_everal tte_mp}g\r/a(lj relatlontotperators b[4lc}, [82.2)' \(;eé,
the valid range, its value must be restored to its default settj| S reiqwremen S In ocumentation can be described by
to x such bugs. always” operator (e.g., all formulas in PGFuzz are in the form

) . of “always”). Based on this observation, we designed PPL
Updating a Statement UPDATEWhen an RV's states do ¢5rmylas (Section 1) to only support “always” operatdi) (
not satisfy all of the precqnd|t|ons to trlgger a behav'oﬁigure 2-(b) shows howw GRATCH allows developers to de ne
the RV software must not trigger the behavior. However, a5p| formulas to x logic bugs obtained from bug reports. In

iﬂcoger(]:t “if statemeEt" msyhallo%/zl'the RV software to Itriggefhis scenario, the bugs are not discovered using LTL formulas.
the behavior even thoug t.e S states saﬂify only ap rteprocessor.This component translates LTL formulas to PPL
of the preconditions. To x this type of bug, the “if statement

must be updated with the correct preconditions. formulas if users input LTL formulas. It then veri es the syntax

_ N _ _.and semantics of the formulas and classi es the formulas' terms
Adding a Condition Check (ADD. A missed condition tg g variable, function, or an RV's state types.

check (i.e., a missing “if statement”) might prevent RVs from pGmrcH (@) leverages PPL formulas, which de ne an
conducting correct behaviors even though all the preconditiop§/s correct behavior @). For instance, we represent the
are sa_tis ed. Hence, adding the correct condition check aggrect sailboat pre-arming behavior (Sectitiid ) with: “If
triggering the correct behavior x such bugs. armedis false andSAIL_ENABLE 1 and WNDVNYPEs 0,
Reusing an Existing Code SnippetREUSESome logic bugs thenpre _arm checks is error ”. PGRATCH starts its analysis
may cause the RV software to stop checking an RV's statieg creating an expression tree of the PPL form@)( It next
after a speci c ight stage (e.g., takeoff). These can be patcheullects the formula's terms by visiting the terminal nodes of
by reusing the existing code snippets in all the ight stagesthe expression tree. It then uses a term classi cation te€® (

Fig. 2: Two usage scenarios of P&RH.



to classify each term into a code variable, function, or the RV's
state types@). For instance, in the sailboat's formukmedis

an RV's physical stateéSAIL_ENABL&Nd WNDVN_TY&E the
RV's con guration parameter states, and thee_arm_checks

is a function in the source code.

Patch Type Analyzer. This component rst maps the formula's

terms to the variables and functions in the source code through

static analysis. It then veries the mapping's correctness

through dynamic analysis@) and creates a term-sourcerig. 3: lllustration of an expression tree constructed from
code mapping table@). For examplePGRTCH maps the Battery Fail-safe formula (Sectidii-C) and term classi cation
WNDVN_TY#®Ethe integer typedirection variable of the table. State (P)and State (C)denote a physical state and

AP_WindVanelass. It then changes tNéNDVN_TYREEameter con guration parameter state, respectively.

on an RV simulator and checks whether theection  variable

has the same value as the changédDVN_TYffEameter value B. Preprocessor

to con rm the mapping is correcPGRTCH then nds the

required patch type to x a speci ¢ logic bug since each patch The Preprocessor translates LTL formulas to PPL formulas

type requires a different method for patch location identi catioff USErs input LTL formulas tPGRTCH. It then veri es PPL
and patch creation. formulas' syntax and classi es the formulas' terms to variables,

] _ ) functions, or RV's states. To do so, it uses a term classi cation
PGRTCH classi es each logic bug into one of the ve paichiaple @ Figure 1). The table’s each row consists of a term
types: (1)ADD(2) REUSH3) UPDATH4) DISABLEand (5) ang type, where the type can be a variable, function, or state,
CHECHK@). For this, it leverages) the preconditions that must 55 shown in Figure 3.
be satis ed to trigger the bug, and ) whether the bug occurs 1) Checking Syntax Errors in PPL Formula®GRTCH

only at a speci ¢ ight stage (e.g., after takeoff) or at all ight o eate5 an expression tree of a given PPL formula and checks
stages. For instanc@&GRTCH classi es Sailboat Pre-Arming heiher syntax errors exist in the formula. If it detects any

Bug (Sectionlll-B) to ADDpatch type because: (1) the RVey yiay error, it refuses to generate a patch. If there are no errors,

control software does not raise an error even though the RS, erts the formula to an expression tree and continues

states satisfy the preconditions to produce the desired eifgih, the next steps. To illustrate, the expression tree of the
message, and (2) the error message is not returned regardég,jﬁ%ry Fail-safe's formulais presented in Figure 3.

of ight stages_ (D_etalle_d in SeEtIOW—C). Th|”s hmts_ that the 2) Checking Semantic Errors in PPL Formulagsers could
developers miss inserting an “if statement” to raise the error. ionally inout formulas that contain semantic errors
message, resulting in the bug. uhintentionally inpu . - '
e.g., a formula that contradicts another existing formula. To
Patch Generator. This component nds the patch location andesolve this problem, the Preprocessor veri es whether an added
generates the patcPGRTCH identi es the patch location formula contradicts any existing formulas. For instance, if a user
using a pattern matching approa@@), which matches the code inputs the formula: “ifState ; is true , thenBehavior ; is on”,
locations to the formula's terms. For example, in the sailboRGRTCH can detect that this formula contradicts the following
policy, the left side of “then” is the precondition to triggeexisting formula: “if State ; is true , thenBehavior ; is off ”.
a post-condition, raising pre_arm_checkserror. PGRTcH In this case PGRATCH produces an error message and denies
obtains thebool pre_arm_checks() function as the potential creating a patch corresponding to the newly added formula.
patch location because the post-conditipre( arm_checks is 3) Checking Validity of Termsin this step, PGRTCH
mapped to it. It next creates an access pattern mapping table agrieves two goalsi) classifying terms into variable, function,
resenting how to access the variables and functions from thedn-RV state types, andi] detecting any syntax error in the
ferred patch location@). For example, the code snippet in theerms. PGRATCH rst classi es each term into “variable”,
AP_Armingclass calls theover.g2.windvane.enabled() “function”, or “RV state” types based on the term classi cation
function to access theirection variable in theAP_WindVane table, as shown in Figure 1) and Figure 3.PGRTCH
class. It then creates a patch using the identi ed patch typeeates the table from RV source code and documentation
access pattern mapping table, and locati@®).(For example, (Detailed in Section VI). If a term does not match any type in
it produces the following code to x the sailboafwe-arming the term classi cation table? GRATCH considers it as a syntax
misbehavior: ff (rover.g2.sailboat.sail_enable() == true && error and stops generating the patch.
rover.g2.windvane.enabled() == false){return falsg;}

Patch Veri er. The last component is the Patch Veri er, which®: Patch Type Analyzer

deploys the created patch into the target source code and creatgsGRTcH maps terms to variables/functions in the source

a binary executable le by compiling the patched source codgde to determine the most appropriate patch type to x a bug.
It then tests the patch using the simulator to see whether

.the patch xes. the _buQ and does not interfere with the RV's Lif Failsafe is on and FS BATTENABLEs 2 and homedistance is
intended functionality and performanc@j. more than2, thenmodeis RTL



Fig. 5: An example of test cases created from Algorithm 1.

Disabling a Statement DISABLE PGRTCH classi es the
Fig. 4: lllustration of a term-source code mapping table. 109ic bug to be patched d3ISABLHype when a violated PPL
formula and the RV's states satisfy the following two conditions:
h (i) the formula’s post-condition explicitly represents a state
that must not be changed, aniil) (the RV's states satisfy

the formula's preconditions but violate the post-conditions.

tch location an nerating th tch requires m . ; . . ;
a pafch ‘ocation a d generating the paich requires Mappids is pecause disabling a statement can prevent triggering
the terms to speci c variables/functions in the source coc{

To address thisPGRATCH matches each term with van-ﬁe incorrect state change that violates the formula's post-

: . . condition. For instance, for the Tilt Angle Bug (SectiohD),
ables/functions in the source code via name-based matchfg, . . : . .
Speci cally, when the term and the variable have the saml%(24 limits the tilt value during theLANDand RTL ight

name, they are matched. For instan@GRTCH extracts modes, violating the formufa PGRTCH classi es this bug

Failsafe FS BATT ENABLEandhome distancéerms from into DISABLEbecause the logic bug causes a change in

the created expression tree of Battery Fail-safe (Figure S)rﬁosqség'rg:'ggg#”gg Ia_ﬁcl\tl)?ocl)iL R-trol‘ mgdeoﬁice\,/sen ot;c_)sg: dilttion
then constructs a term-source code mapping table (Figurerﬂz, 9 9 policys p

which consists of each term and mapped variables/functiorps. "—C_°n3tra'm_s it = disabled ).
. . .Checking Valid Parameter Ranges CHEOK PGRTCH
We found that a term can be mapped to multiple variabl

BHassi es logic bugs a€HECKhen an out-of-range parameter
that have the same name in the source code. For example, 9 g ge p

h distanceerm i d 1o two diff t variabldtat e causes a policy violatio® GRTCH obtains the valid
ome_aistanceerm IS mapped to two difierent varia a values of parameters from the RV's documentation and checks
home_distance andint home_distance , as they have the

. . whether an input, which contains a value outside its valid range,
same varlgble name. Yet, not all mgpped varlables are reIaE%1 ses a policy violation. For exampleOM_POS_FS_DELAY
to the logic bugs, e.gfjoat hom_e_dlstance is not related parameter's valid range is from 1 to 100. YEt, PX4 does not

to the home__dlstanCGeerm to trigger the bug._To fter _the check the parameter's value, which causes PX4 to fail to

unrelated variable® GRARTCH performs a dynamic analysis ontrigger the GPS fail-safe when it loses GPS signBI&RTCH

an RV simulator: {) it annotates the mapped variables in thElassi es this bug aCHECKecause the parameter contains a
source code,?) it compiles the annotated code and uploads\;adIue outside its valid range

new binary le into the simulator,J) it executes the inputs . . .
that trigger a logic bug, e.g., moving an RV to another Iocatiobl,pdatlng a Statement UPDATEPGRTCH classi es a logic

and @) it lters out the variables that do not change thei ug into theUPDATatch type if an RV's states do not satisfy
value based on the executed inputs. For examplefidae all of the preconditions in a PPL formula before triggering a

home._distance variable always has a zero value regardless Béeghawor. The reason is that an incorrect “if statement” makes

the executed bug-triggering inputs because ArduPilot chani R\./ preme‘xlt_urely trigge,r’ a behavior, which can be xed by
this value only if geo-fence is activated [25]. ThIRGRTCH pdating the “if statement”. For example, ArduPilot conducts

excludes thdloat home_distance variable from the term- pre- ight CheCk,S before arming the motors. The pre- ight
source code mapping table (Figure 4) ensures an RV's current states are ready to start a ight. Yet,

the RV software must temporarily stop the pre-ight check
2) Identifying a Patch TypeDifferent logic bugs require \hen the RV conducts sensor calibration as the pre- ight detects
a separate technique for inferring their patch locations agftange sensor values during the calibration and incorrectly
generating the patches. To identify the patch type that xe®ncludes that the RV cannot make a y. This bug violates the
the logic bug,PGRTCH rst executes inputs to trigger the following policy: “Iff armedis false and calibration s
|OgiC bug on the simulator and collects the fOIIOWing run-timﬁaBe ’thenpreﬂightCheck ison”. PGRTCH classi es this
information: (1) the violated PPL formula's propositions forcase asJPDATBecause the RV triggers the pre- ight behavior
DISABLE(2) the con guration parameters’ values fAHECK although it satis es only thedrmedis false " precondition.
(3) the preconditions that trigger a logic bug fOPDATEANd  pjgtinguishing between ADDand REUSEF a logic bug is
(4) the |ght Stage at which the bug occurs f&ADDand REUSE not classi ed asDISABLECHECKor UPDATEPGRTCH uses
PGRTCH then extracts preconditions and post-conditions from ,stom algorithm (Algorithm 1 in Appendix) to further
the violated formula. For instance, in the PPL formula “ifjatermine the patch types 8DDand REUSEThe algorithm
State ; istrue , lt‘henI?ehawor i ison”, the precondition'is the (4 e two types of inputsi) a default mission plan that consists
left side of the “then” keyword, i.e(State | = true ), and the ¢ arming takeoff navigating waypointsreturn to home

pogt—conQiti_on is the_ right side of “then”, i:e{Behaviori = on). position and landing (Mission ) and @) bug-triggering
Using this informationPGRTCH determines the patch type

by traversing the ow diagram (Figure 12 in Appendix). 2If modeis LANDor modeis RTL then_constraints :tilt  is disabled

1) Mapping Terms to Source Cod®GRTCH infers eac



inputs (nput pyg). We adopted a default mission plan from
ArduPilot to create théVlission g °.

The algorithm works as follows:1 It creates test cases
consisting of user inputs to trigger the bug and the default
mission plan. Each test case triggers the logic bug at a differg¥ig. 6: An access pattern mapping table for generating a patch.
ight stage. @) It executes a user input of a created test case on
a simulator. 8) It checks whether a policy violation (i.e., logiclocation, PGRTCcH conducts the following four steps. First, it
bug) occurs after executing each user inpd}. I logs the merges all source les of an RV control software. Second, it
RV's physical states when the logic bug occuls). I repeats extracts mapped variables and functions from the term-source
(2)-(4) for each test case. For instance, an input to triggepde mapping table (Figure 4). Third, if a patch location is in
the logic bug [nput nyg) is ANGLE_MAX =I5 the rst test the same class as the mapped variables/functions, it directly
case, PGRrcH triggers the logic bug at the rst ight stage, accesses them. Otherwid@GRTCH leverages encapsulation
as shown in Figure 5. In the second test case, the logic bogobject-oriented programming and uses public getter/setter
is triggered at the second ight stage GRTCH triggers the functions to access the private variables. Speci caigRRTcH
logic bug at all ight stages to determine the patch type. nds get set enabled anddisabledfunctions that contain the

Adding a Condition Check (ADD. If the algorithm outputs Mapped private variables. To illustrate, when W&DVN_-
that a policy violation occurs regardless of the ight stage$,Y PEterm is mapped to thdirection  variable (Figure 6),
PGRTCH classi es it into ADDpatch type. This is because arit searches for a function that uses one of the above function
RV's control program does not trigger a behavior though tH&ames (i.e., either getter or setter) and returns the mapped
RV's states satisfy the preconditions to trigger the behavifivate vgriabl_e. It nds the following function that returns the
For the Sailboat Pre-Arming Bug (SectioinB): “If armed Mappeddirection s value.

is false and SAIL ENABLEs 1 and WNDVNYPEs 0, then bool AP_WindVane::enabled(){return  direction!'=WINDVANE_NONE;}
pre_arm checks is error ", ArduPilot does not produce aLastly, PGRATCH learns how to access the mapped variables
pre-arming error when the formula's preconditions are satis eahd functions from the merged source cOB&RTCH searches
(i.e.,armed is falseSAIL_ENABLE is landWNDVN_TYPE how other classes call the found function, egnabled() .

is 0). This means ArduPilot does not have an “if statement” teor example, other classes in ArduPilot calhabled()
trigger the behavior; thus, it is classi ed DD via rover.g2.windvane.enabled() . However, there may be

Reusing an Existing Code Snippet REUSE If the algorithm multiple patterns to access a single variable or function from the
outputs that an RV does not trigger a behavior after a specig®@urce code. To choose the correct dRGRTCH rst inserts

ight stage, we consider such a case REUSEFor instance, & found access pattern to a patch location, tHe@GRATCH
ArduPilot must return an error message to the ground conti§fi €s which access pattern is the correct one to access the
system wherANGLE_Mparameter has a value outside its validn@pped variable or function.

range. This policy is formally expressed as ANGLBEVIAXs 2) Adding a Condition CheckADD: To generate patches
less thanL000 or ANGLEVIAXs more tharB000, thenprearm for AD[?patch typ'e,PG RTCH inserts a missing “if statement”

is error ”. The algorithm's rst test case (See Figure 5) doedt the right location in the source code.

not lead to a logic bug. However, the second test case causes &2 Nd the patch locationPGRTCH extracts terms from
formula violation because ArduPilot does not check the valfy PPL formula’s post-condition part. It then maps the terms
values of ANGLE_MfXrameter after the arming ight stage?o variables _and functions in the source co_de, and uses _the
This bug leads to unstable attitude control or even crashing BiPPed variables and functions as potential patch location
the ground.PGRTCH classi es this case intREUSBecause candidates. For example, in the sailboat policy (Seclibi ):

the logic bug occurs only after the arming ight stage. ' |f armedis false and SAIL_ENABLES 1 and WNDVNYPE
is 0, thenpre_arm checks is error ”, the left-hand side of
D. Patch Generator the “then” keyword is the preconditions to trigger an action

To generate a patchPGRTCH rst creates an access(i'e" pre_arm_checksnust returnfalsg. Further, thepre_-

pattern mapping table representing hBM&RATCH accesses arm__checkSerm is mapPed to thbool pre_arm_checks()
the mapped variables and functions in the term-source cdHBCtON- TNUSPGRATCH infers thebool pre_arm_checks()

mapping table, and then infers the patch locat®EGRTCH function as the patch location. If terms of a PPL formula’'s
uses this table to create and insert the patch. post-conditions are mapped to variables instead of a function,

Below, we rst describe how to create the access pattePnGFATCH considers functions in which the mapped variables

mapping table (Section-D1). We then explain hoGRrcH &€ used as patch location candidates. . .

nds the patch location and generates a patch per each patcl:‘—0 generate the patCmGR\TCH rst switches terminal

type (Section V-D2 — Section \-D6). nodes of the expression tree to the found access patterns, as
1) Creating an Access Pattern Mapping Tabl€o infer shown in Figure 7. It then generates a patch based on the

how to access the mapped variables and functions in a pa ated expression tree, conducting an in-order traversal of
the expression tree to create an "if statement”. For example,

3ArduPilot provides mission plans for all RV types, which can be used kﬁ creatgs the “if_ Statement" shown in Listing 6 _from the
other RV control programs if they follow the MAVLink protocol [53]. expression tree in Figure 7. We note tHRBRATCH inserts



Fig. 7: lllustration of generating the patch f&DDpatch type.
Fig. 8: Backtracking the def-use chains of@@mjnstruction.

bool AP_Arming_Rover::pre_arm_checks(...) {
if (armed == false && rover.g2.sailboat.sail_enabled() == 1 void Copter::one_hz_loop() {
&& rover.g2.windvane.enable() == 0) { if (copter.aparm.angle_max < 1000
return  false; } || copter.aparm.angle_max > 8000) // raise an error
Listing 6: Fixing the fail-safe bug in sailboat (Section II-B). Listing 7: Fixing theANGLE_MANg.

the formula's post-conditions (i.e., actions to be executed) ing@cmp29nstruction @61lin 0x3110139 (@), matches the
the basic block of the created “if statement”. For examplgbtained terms with the operartdcallll (@), backtracks
it insertsreturn falseto the basic block of the “if statement”an operand's def-use chattcallll (@), matches one of the
as the formula's post-conditiorpfe _arm checks is false ) obtained terms (i.egngle_maxwith the operandbangle_max
explicitly denotes returninalsein pre_arm_checksfunction. (@), and returns the function that includéscmp2®ecause

3) Reusing an Existing Code Snipp®HUSE Logic bugs PGRTCcH identi es the target “if statement”. Thereafter
in REUSBKatch type cause an RV control program not tPGRTCH nds the “if statement” in thgparameter_checks()
perform a behavior after a speci ¢ ight stage although thend it inserts the identi ed code snippet into a control loop,
RV's states satisfy preconditions to activate the behavior. Thighich is called periodically. We note th®GRTCH requires
means that the program already has a code snippet to triggsg¢rs to designate the control loop.
the correct behavior, but it stops activating the behavior after| astly, PGRTcH changes the access patterns for variables
a speci ¢ ight stage. ThusPGRTCH reuses the existing “if and functions in the found code snippet because the patch
statement” code block to activate the desired behavior in @kation is in a different class from the found code snippet.
ight stages. For example, the PPL formula MNGLEBVMAXs For example,PGRTCH extracts access patterns from the
less thanl000 or ANGLEMAXs more tharB00O, thenprearm  access pattern mapping table and switchegle_max to
is error " de nes that ANGLE_MA#n guration parameter in copter.aparm.angle_max, as shown in Listing 7. We note
ArduPilot must have a valid range frofiK to 8K. However, a that PGRTCH also changes thaeturn false;' statement
logic bug occurs because ArduPilot calls the following functiopecause the function at the patch locatiotyjse void In such
to check whether thdNGLE_MApXrameter has a valid valuea casePGRTCH prints an error message as a PPL formula's
only before the arming stage. post-condition (i.e., an action to be executed).
bool  AP_Arming_copter::parameter_checks() { 4) Checking Valid Ranges of ParameteBHEOK To detect

i (angle_max < 1000 || angle_max > 8000) return  false; } and prevent the parameter values outside their valid range, we
In these caseRGRATCH reuses a code snippet that alreadyse the PPL formulas with the following structurdity is less
exists in the source code to generate the patch. Speci cathanParam yque andMax is more tharParam e ”, Where
PGRTCH rst nds the existing code snippet, and then insert$ denotes the -th con guration parameter. To x this type
the identi ed code block into a control loop to make the R\bf logic bugs,PGRTCH's patch forces the parameter to have
execute the behavior at all ight stages. To det®IGRTCH a valid value before a code statement refers t@ &RTCH
rst extracts all terms from the violated formula and mapgerforms the following stepsi) It obtains the name of the
the terms into variables in the source code, eANGLE - con guration parameter triggering a logic bug from the given
MAX is mapped to thengle_maxvariable. PGRATCH also user inputs. ) It maps the parameter name to a variable in
extracts the formulas' constant and Boolean values, e.g.thie source code3] It nds all code statements which refer to
obtains the following termsangle_max100Q and8000from the identi ed variable. 4) It learns how to access the identi ed
the ANGLE_MAX policy. PGRATCH next creates the LLVM variable from the access pattern mapping table (Figure5}). (
bitcode from the source code, nds all functions, includingt inserts an “if statement” checking for the parameter's value.
an “if statement” (i.e., “cmp” instruction), and obtains def-us® GRARTCH assigns the default parameter value to the identi ed
chains of all the “cmp” instructions and their operands fromariable if it has a value outside the valid range.
these functionsPGRTCH nds an “if statement” that consists PGRTCH obtains the valid ranges and default values of con-
of the obtained termsafgle_max1000and 8000. guration parameters by parsing the XML les in ArduPilot [7],

For instance, in the example shown in FigurePGRTCcH PX4 [65], and Paparazzi [58]. For example, in GPS Fail-Safe
performs the following, it nds a def-use chain 8cmp29 Bug (Sectionlll-A), COM_POS_FS_DEofYjuration param-
instruction @), matches one of the obtained terms (8000 eter's valid range in PX4 is betweehand 100. PGRTCH
with the operand (i.e., the constant value store8x8110000 rst maps the parameter to theparam_com_pos_fs_delay
(@), backtracks the def-use chain of another operand in t@riable. PGRTCH then inserts an “if statement” before



bool Commander::check_posvel_validity (...) { constraints.tilt = a value . Lastly, it comments out the

if - (_param_com_pos_fs_delay.get() < 1 || found statement? GRATCH leaves a variable declaration and
_param_com_pos_fs_delay.get() > 100) { disabl | . if af d includ
/I Assign a default value isables only an as_5|gnment part if a oun stateme_znt includes
_param_com_pos_fs_delay = 1; } declaration and assignment at the same time, e.g., it comments

Listing 8: Fixing the GPS fail-safe bug (Section IlI-A). out statements at lines 2 and 5 in Listing 5.

E. Patch Verier
void Copter::failsafe_battery_event( void ) { .
else if  (gfailsafe_battery_enabled == 2 PGRTCH checks whether the patch xes the logic bug for

&& home_distance > 2) // Switch to RTL the given user inputs that trigger the bug and performs patch
correction if needed. It then veri esl) the bug does not occur
in other missions and environmental conditions (i.e., testing
) the patches in different contexts), ar) {he patch does not
any statement referring to theparam_com_pos_fs_delay peay an Rv's functionality and degrade its performance.
variable, as shown in Listing 8. 1) Patch Correction:We noticed some patches could not
5) Updating a StatementUPDATE RV software must x the bugs due to inconsistencies between metric units used
trigger post-conditions only when an RV's current states satisfy ppL formulas and the units in the source code. Thus, we
preconditions. However, logic bugs idPDATEatch type developed a patch correction component to address these issues.
trigger a behavior although the RV satis es only a part gbatch correction rst checks whether the bug persists on the
the preconditions. This means that the RV software UsR¥ simulator with the given user inputs after the patch is
an incorrect “if statement”. Hencd?GRATCH replaces the deployed. IfPGRTCH still detects the bug while executing
incorrect “if statement” with a new one. the bug-triggering inputs on an RV simulat®¥GRTCH tries
PGRTCH rst extracts the terms of the violated formula'sto x the generated patch by xing the unit inconsistencies.

preconditions. For example, in Battery Fail-Safe Bug (Segixing Unit Inconsistency. PGRTCH's patch generation is
tion IlI-C), preconditions areFailsafe is ofi, “FS_BATT_- pased on PPL formulas, which do not include the units for the
ENABLE is 2, and "home_distance 2. It obtains Failsafe  constants. WheRGRTCH generates a patch, it makes a guess
FS_BATT_ENABLEandhome_distancas the terms. Second,on the unit of the constants (e.g., meter or centimeter). If the
it extracts t_he varlable_s and functions from the term-sour@gess is incorrecP GRTCH attempts to X the generated patch.
code mapping table (Figure 4), e.§S_BATT_ENABLENd  gpeci cally, when the term's name implies a distance variable
home_distancare mapped tdailsafe_battery_enabled (e.g., altitude, height, and elevatio®GRTCH converts the
and home_distance variables, respectively. Third, it nds an gistance variable into another unit (i.e., multiplies or divides
“if statement” that uses the mapped variables as operanggy the powers ofL0). It then tests whether the bug is xed
For this, it backtracks def-use chains%tminstructions of uith the selected unit.

the unpatched programisitcode The backtracking method  1q jjjystrate, in the Battery Fail-safe BURGRTCH creates

is the same as SectionD 3. Fourth, from the access patterry patch (Listing 9). This patch does not prevent the targeted
mapping table, it learns how to access the mapped variabl§sic bug ashome_distance uses centimeters, while the
in the found patch location, e.g., we can ustailsafe_- constant numbe2 in the formula is in meters. After the patch

battery_enabled to access th&S_BATT_ENABLEerm in  cqrrection step, PGRCH generates the following patch:
the found patch locatiorfdilsafe_battery_event  function). cise it (g failsafe_battery_enabled == 2

Lastly, it conducts in-order traversal of the expression tree to && (home_distance/100) > 2)
create a new “if statement”. It then replaces the incorrect "if 2) Testing the Completeness of Patch®¢e consider that a
statement” with the new one (Listing 9). Yet, this patch canngftch is complete if the following three conditions are satis ed:
x Battery Fail-safe Bug. We will detail howPGRTCH' Patch (1) The inputs that previously triggered the bug do not lead to
Veri er corrects the patch in Section V-E. the bug in the patched prograr@:j. (2) The patched program

6) Disabling a StatementD(SABLE Logic bugs in does notlead to the bug even in different contexts, e.g., different
DISABLBEpatch type cause an RV software to change a statessions and altitudes). (3) The patch does not break an
although a PPL formula explicitly represents the state thBV's existing functionalities and degrade performan€g).(
must not be changed. It means that the RV software haslo verify these conditiond? GRRTCH runs the patched pro-
unnecessary code statements that change the state. Hegram on an RV simulator using multiple scenarios. Particularly,
PGRTCH nds the statements and comments them out t® checkG and G, we leverage the “Autotest suite” [12]
x these logic bugs.PGRTCH rst extracts terms from from ArduPilot and extend it to PX4 and Paparazzi. ArduPilot
the formula's post-condition part, e.g., in Tilt Angle Bugdevelopers use the test suite to test functionalities after they
(Sectionlll-D), “_constraints :tilt is disabled " is the update their RV software. Whenever the “Autotest suite” tests
violated formula's post-condition. It obtains theonstraints.tilt each scenarioP GRATCH executes the inputs given by users
term from the formula. Second, it obtains mapped variablésat trigger the logic bug. IPGRTCH does not detect any
from the term-source code mapping table, e.ggnstraints.tilt logic bug, it runs PGFuzz [41] to nd a new input set to trigger
term is mapped to constraints.tilt . Third, it nds all the logic bug. IfPGRTCH detects a logic bug, this means the
statements that assign a value to the mapped variables, e.ggenerated patch does not fully x the bug.

Listing 9: Fixing the battery fail-safe bug (Section I1I-C).



\ | Selected bugg Patchable bug$ Fixed bugs]

To verify G, PGRTCH checks if the patched program

. .. . . ArduPilot (A 70 38 32
violates any existing formulas obtained from PGFuzz while PXa PX 70 27 24
running PGFuzz for checkin@; and G. Additionally, it runs PaparazziRP 70 29 21
the “Autotest suite” on the unpatched and patched programs, [ Toal [ 210 | 4 [ 7 |

It then compares the RV's physical states (e.g., roll, pitch, an@BLE I Details of the quantitative evaluation for bugs from
yaw) from each execution. We obtain the states from storf¥ commit history of ArduPilot, PX4, and Paparazzi.

log les after executing the “Autotest suite"'. We_note that & "Bug origin | Fuzzing [ Commit Fistory | o
correct patch may change some states since it xesabug. [ RVSW | A [ PX [ PP | A [ PX [ PP |
Thus, PGRTCH's Patch Veri er must know which states arel patch | PP 1 0 0 13 6 14 | 34

. f REUSE 44 0 0 0 0 0 44
expected to be changed by the patch. To address this, we ugxgdo UPDATE | 0 0 0 15 18 y 37
PGFuzz's pro ling engine [41] that automatically nds states p,qs D(I:i%f 914 204 107 g 8 g 1§5
related to a given formuleState ¢). If PGRTCH detects either Unxable o 13 o & 3 g 9
a policy violation or an unexpected changed state that is not___ Total 150 | 36 | 17 | 38 | 27 29 | 297
included inState ¢, we consider that the patch interferes witlh  Success rate [ 933% [ 66:7% | 100% | 842% | 88:9% [ 724% [ 86:9% |
the program's functionality and performance. TABLE II: Summary of the quantitative evaluation on ArduPilot

(A), PX4 (PR, and PaparazziPP.

VI. IMPLEMENTATION VII. EVALUATION

Preprocessor.We write 376 lines of code (LoC) in Python A. Experiment Setup

using the PyParsing v.2.4.7 library [70] to implement the we evaluatePGRTCH on the three most popular ight
translator which converts)(LTL formulas to PPL formulas and control software, ArduPilot, PX4, and Paparazzi. We collect
(i) PPL formulas to LTL formulas. The syntax analyz@ (n a total of 2;268 logic bugs. In particular, we nd92 logic
Figure 1) is implemented i279 LoC in Python. To createi bugs reported by previous RV fuzzing research papers [41],
the term classi cation table@ Figure 1) andi{) candidate [43]. We refer to these logic bugs &ataSetg. Further, we
terms for users, we obtain variable and function names in tBgllect 1;976 logic bugs by searching in the GitHub commit
ight control programs using LLVM v.10.0.0 [50]. We extracthistory of the three considered RV control programs [8], [59],
the variable and function names through an LLVM pass thgg4]. We refer to these logic bugs &ataSety,.

consists 0f217 LoC in C. We manually construct a list of RV Among these bugs, we select bugs that satisfy the following
physical states from RVs' documentations [11], [59], [68]. criteria: This is because outdated bugs cannot be reproduced on
Patch Type Analyzer. We write 429 LoC in Python to the same version of the operating system and RV simulator. (1)
implement the “Terms and source code mapper” and 741 Ld®ey are reported within the last two years because outdated
in Python for “Patch type analyzer” componen@-® in bugs cannot be reproduced on the same version of the operating
Figure 1) on top of the Pymavlink v2.4.9 and PPRZLINKystem and RV simulator. (2) They can be triggered by sending
libraries [63], [69]. These libraries enabRGRTCH to com- user inputs to a simulated vehicle. (3) They belong to one of
municate with a simulated vehicle through MAVLink [53]the ve patch types that PGRCH supports.

commands. To simulate RVs, we choose Software in the LoopWe select a total o297 logic bugs fromDataSets and
(SITL) [6] for ArduPilot, jMAVSIm [36] for PX4, and NPS [57] DataSety. Speci cally, by applying these ltering rules, we
for Paparazzi. obtain 203 logic bugs fromDataSetg. Most of the bugs are
Patch Generator. The patch locator is implemented as 23§assi €d asCHECK74:6%) and REUSE24:3%). Further, to
LoC in Python. We write 457 LoC in C to collect def-usef00s€ logic bugs frordataSety, we rst randomly selec210
chains of variables through an LLVM pass. To parse XML le2uds. then, we obtai4 (out of 210) logic bugs by applying

which contain valid ranges and default values of con guratiof’® @Pove ltering rules, as shown in Table |. To x bugs
parameters, we write 95 LoC in Python. from DataSetr, we reuse29 LTL formulas from PGFuzz [41].

Additionally, we create&4 PPL formula$ ourselves to x logic

Ef;rcr \éefi elg -LO dep_l)_loy patcrI:es to EV Isoftwarle, we Writeougs fromDataSety. Out of thesel23 formulas,4 formulas
0 '? ython. 9 ”test the p_atc es comp eteness_, Weed multiple bugs, while the others can x one bug each (as
adapt the “Autotest suite” of ArduPilot v.4.0.3 [12]. It CoNsistaiailed in Appendix G)

of four scripts in Python for each RV type. The “Autotest
suite” consists o#;911 LoC for the multi-copters5; 435 LoC
for the rover,1;982 LoC for the xed wings, and729 LoC
for the submarines. To run the “Autotest suite” on PX4, wB. Quantitative Evaluation
modify 295 LoC for the multi-copter279 LoC for the rover,

) . . After the patch passes the patch veri cation process in
and 149 LoC for the xed wing as they differently implement . : ;
the MAVLink protocol. Further, to run the “Autotest suite”PGR\TCHS patch veri er, we manually examine the patch to

. ! . ~ check i rrectness. Wh RATCH r h generation
on Paparazzi, we have to modity086 LoC since Paparazzi check its correctness GATCH aborts patch generatio

uses PPRZLINK i.nStead of Pyma\/"nk- Finlal.ly, we .manu.a”y 4These 94 rules are available online: https://github.com/purseclab/PGPatch/
created a list of distance variables to x unit inconsistenciesblob/main/policy_list.pdf

We run our evaluation using a desktop machine with an Intel
i5-10400 CPU, 64 GB RAM, and Ubuntu 18.04 64-bit.
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Bug origin } R ‘Fuéi('”‘g oo } ior‘“";'; r'5;°gy} software and patched software containing all patches created
Fixed bugs [140] 24 | 17 [32]24] 21 by PGRTCH.
Eﬁ;;‘;;“r:f‘?rg; damage 0 | 0 | 0 [0[0[ O Patch Correctness.PGRTCH generated 81 correct patches
developers' patches| VA | N/A | NA| 2101 0 out of 203 bugs found by fuzzing worksDataSetg) [41],
[ Total \ 181 \ 77 \ [43], as shown in Table Ill. Speci cally, the root cause of
TABLE Ill: Summary of the qualitative evaluation. 179 out of 181 bugs is that the three RV programs do not

check valid ranges of parameters or use incorrect ranges.
or incorrectly generates a patch, we also manually analyzelit x these bugs,PGRTCH extracted valid ranges for the
to identify what makes PG®cH fail. con guration parameters from the RV documentation in XML
As shown in Table |I,PGRTCH correctly xes 258 out le format, as explained in Sectior-D4. For these bugs, the
of 297 logic bugs 86:9%). Speci cally, PGRTcH's Patch developers updated the documentation to warn users not to
Generator component initially xe838 out of 297 logic bugs. assign parameter values outside valid ranges, and, unfortunately,
PGRTCH's Patch Veri er then detect89 faulty patches and have not yet included patches for them at the time of writing.
corrects 20 of them by xing unit inconsistencies. PGRTCH generate§7 correct patches for logic bugs found
PGRTCH fails to x 39 logic bugs (Table I1). Yet, we from DataSet,. We found that97:4% (75=77) of the patches

note that failing to create correct patches does not medi¢ semantically the same as developers' patches. However, two
that PGRTCH deploys faulty patches. The false positiveBatches of thédISABLEpatch type are semantically different
represent the patches tHaGRRTCH considers correct, but theyfrom developers' patches. The reason for the difference is that
are actually faulty (do not x the bugs). OveraRGRrcH PGRTCH is not designed to remove existing variables and
produces zero false positives becaB$aRTcH's Patch Veri er ~ functions while using théISABLEpatch type. We select such
checks the correctness of the patches createBGIATCH'S a design choice to minimize damaging the functionalities of
Patch Generator before they are deployed. We fad@itbgic RV programs. However, developers' patches remove functions.
bugs to be faulty for the following reasond) (For four patches, We note that the two patches createdR@RTCH still x the
PGRTCH should have added third party libraries to comput@gic bugs. HoweverPGRTCH's DISABLEpatch type might
variables related to attitude control, but using third par§enerate patches that contain unused code snippets.
libraries is not supported, e.g., a patch [4] needs to add a m&#rformance Impact. We evaluate the performance impact
library to apply a lter to theyaw speedstate, @) 23 patches of the 258 patches. After deploying all the generated patches
require implementing a new feature from scratch, e.g., a GitHgbmultaneously 172 patches for ArduPilot48 patches for PX4,
commit [2] adds a new ight mode for Quad-plane type droneand38 patches for Paparazzi), we do not observe any signi cant
(3) For eight patched®? GRTCH needs to de ne a new variable,performance degradation.
loop, or function, e.g., [3], and4] Four patches require .
other complicated techniques, e.g., a GitHub commit [75' Root Cause and Physical Effect of Bugs
adds/updates mathematical formulas. Creating correct patche§he root causes of thd81 bugs reported by fuzzing
in these cases requires different kinds of analyses that we ptaals for RVs [41], [43] are mainly incorrectly checked
to study in the future. valid ranges of con guration parameter86(1%) because the
Patch Creation and Testing Overhead PGRATCH takes on fuzzers heavily mutated the parameters and discovered that
averagel25 minutes to create a patch. The Patch Veri eRv control programs do not properly check valid ranges of
then runs the “Autotest suite” [12] and PGFuzz [41] to veriff1® Parameters. Out di81 bugs, 176 bugs @7:2%) directly
a patch. These steps take an averag®:81 hours. In the ead to physical harm_ (i.e., either crashing or instability), and
case of manual patching, the developers similarly leveragdUds @:8%) cause incorrect states. In contrast, we found
the “Autotest suite”. They additionally conduct a manual codf'at 66 out of 77 bugs 85:7%) from GitHub commit history
inspection with other maintainers of RV software. occur due to either developers' mistakes or unimplemented
features. Out of/7 bugs,46 of them 69:7%) directly cause
physical harm31 (40:3%) either degrade ight performance
due to increased processing time, wasted memory space, and
To evaluate the correctness of patches generated ilworrectly measured states (e.g., incorrect land detection) or
PGRTCH, two authors of this paper manually examined eadbad to incorrect states. We detail the root cause and physical
patch. To determine if a patch is correct, we use the followingffects of bugs for each RV control program in Appendix C.
criteria: (1) When both authors agree that a patch created by ]
PGRTCH and a patch created by developers are semanticdfly Generality ofPGRATCH
the same, we consider that the patch created® ®ATCH is To evaluate the generality #GRATCH to other RV software,
correct. (2) Some developers' patches contain supplementasy studied11 open-source RV control programs commonly
code lines, e.g., logging an RV's states. We ignore such codsed in research [24] and industry [21], [22], as shown
lines in developers' patches. We believe that developers danTable |\V. To portPGRTCH to other RV software, the
easily add such supplementary code to patches createdfdipwing conditions must be satis ed1] The RV software
PGRTCH. (3) To measure patches' performance impact, wees a telemetry protocol (e.g., MAVLink [53]) between an
compare performance between an unpatched version of the RY and a ground control station (GCS) so tRGRTCH can

C. Qualitative Evaluation
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RV SLOC | Telemetry Naming

software Language (K) protocol Simulation convention Portable
Paparazzi [59] [« 6,024 3 3 N/A 3
PX4 [64] CIC++ | 4,042 3 3 3 3
ArduPilot [8] C/C++ 3,999 3 3 3 3
Beta ight [14] C 1,825 3 3 N/A 3
Clean ight [18] C 1,668 3 3 N/A 3
INAV [35] C 1,309 3 7 N/A 7
LibrePilot [47] C 1,106 3 3 N/A 3
Tau Labs [76] C/C++ 944 3 3 3 3
dRonin [23 C/C 817 3 3 3 3 . . -
Hacfgﬂt[[zé] ] - 3 . . Fig. 9: The number of correct answers per participant.
multiwii [55] C++ 13 3 7 7 7
. : % of correct| # of incorrect Type
TABLE IV: A list of RV control programs used to evaluate‘ answers AnSwers Reasons of Tault ‘
the generality of PG&CH. Partially x a bug (5)
P 80:4% Wrong unit used (2) Semantic
- ateh | 3746 9 W tch Tocation (1
operate the RV through the telemetry protoc@). A simulator Cg"m”pgle”aefmr‘(’;;‘ ion (1) SyEGTE
§upports the RV software3) The RV control program is Wrong erm 3)
implemented in C/C++.4) The software follows naming Formula|  9L1% 8 Wrong verb (2) Syntactic
conventions of getters and setters, eggt set enabled and 82/80 Wrong value (1) _
Missing post-condition (2) Semantic

disabled if the software is implemented in C++. We manuall
analyzed the documentation and source code of RVs, and
executed each RV software to test the rst three conditidns (
(3). To verify (4), we randomly select private member variable
and check whether the RV software follows the namin . : S . :
conventions (See Appendix D). We found tHAGRTCH evelopers is an of cial malntglner of ArduPllot. We detail the
can be ported t8 of the 11 RV control programs with demographic data of the partlcpants n AppenFilx - )
minor engineering effort. HoweveP GRTCH cannot be easily 1) Tasks:The user study consists of two tasks: fatching
applied to INAV [35] and multiwii [55], and Hack ight [29] as Ve Io_glc bugs in ArduPilot at the source code level, ariid (
they either are not supported by any simulators or the telemeffating ve PPL formulas used by GRTCH to x the ve

TABLE V: Root causes of incorrect answers.

sers) quali ed based on their experience in nding bugs in
§Vs and modifying RV software. We note thatof the 6 RV

protocol is used for viewers instead of operating RVs. logic bugs in ArduPilot. We randomly selected the ve bugs
from our evaluation data set (Sectiofil-A ). We randomized
F. Discovering and Fixing New Logic Bugs the order of the tasks and bugs per participant. We limit the

PGRTCH, when used in conjunction with bug-discovery@Ximum time to perform each task to 2 hours.
tools (such as PGFuzz [41]), can help identify and x newaskl: Manually Creating Patches.Taskl consists of ve
bugs. In particular, we usddlG RRTCH together with PGFuzz to questions. In each question, the participants are asked to read
leverage formulas for discovering new bugs and xing them. Ta logic bug's description and manually create a patch. The
demonstrate this use case scenario, we evalR@&BTCcH on description explainslj the incorrect behavior caused by the
Paparazzi to nd new logic bugs. We reused the ve formulabug, @) the correct behavior on the documentation, aBjd (
of PGFuzz and created an additional PPL formula that ensutesv to trigger the bug on the simulator. We ask the participants
the RV's correct operation under fail-safe mod®GRTCH, to submit the patch locations and source code les containing
in conjunction with PGFuzz, ran for a day, and discoveredtheir patches. After each question, the participants iqtééir
total of 12 previously unknown logic bugs (See Table Vllicon dence in their patch, andi) the dif culty in xing the
in Appendix E).PGRTCH xed 6 logic bugs correctly4 ADD logic bug on a ve-point scale. We allow participants to give
1 DISABLEand1 CHECHKpe. The otheb bugs require creating up creating a patch and justify it by providing an explanation.

the features from scratch (e.g., requires implementioger  Task2: Building PPL Formulas. In Task2, we ask participants
ight mode andQuad_Elie0andQuad-Navstik vehicle types). g create ve PPL formulas. We show an online self-tutorial to
We have reported the discovered, previously unknd&rugs participants thatX) explains the PPL syntax in Listing 12)(
to Paparazzi developers, and they acknowledged all the bugigyides two PPL templates in Section |1, ar8) presents six
G. User Study examples t_o demonstrate how to _co_nvert the description_s_of RV
' behaviors into PPL formulas. This is because the participants
In our user study, we aim to determint) ¢he effort required have experience with RV software but not with the PPL syntax.
to create PPL formulas, an@)(how usefulPGRTCH is in  The participants spent on averagd minutes (min:4:9 and
patching the logic bugs compared to the manual patching eff@ax: 11:8 mins) in the tutorial. In each question, we ask the
required by RV developers and users. participants to read a description of the RV's correct behavior
Recruitment Methods. We recruit from two different groups, and create a PPL formula using a set of candidate terms. We
(1) RV software developers who actively x reported buggrovide these candidate terms to participants SiRGFATCH
and @) experienced RV users who create patches, which aretputs them to allow users to build formulas (Section I1).
then reviewed and approved by developers before they &fter each question, we ask the participantsijos€ore their
applied to the RV software22 participants § developers and con dence in their formula and how dif cult it was to create
16 users) applied for our study, ari@ (6 developers and2 it, and (i) explain any reason if they decide to give up.
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90 PPL formulas participants provided, we found participants
build PPL formulas more accurately compared to creating code-
level patches. Speci callyl9:6% (9=46) of the patches and
8:9% (8=90) of the PPL formulas were incorrect (See Table V).
Upon further analysis, we found the incorrect manual patches
stem from () partially xing a bug, @) using a wrong unit

(a) Experienced RV users.  (b) Experienced RV developers. (i.e., meter or centimeter),3Y wrong patch location, and

Fig. 10: The spent time per question. (4) introducing compilation errors. Regarding incorrect PPL

formulas written by participants, they were in almost all cases
(6 out of 8) syntactically incorrect formulas (“wrong verb”,
“wrong term”, and “wrong value”)PGRTCH can detect the
syntactically incorrect formulas (SectioiB) and avoid using
them to generate a patch.

Required Time. We measured the time participants spent
answering each question. We exclude the time the participant
spent on a question if its answer is incomplete. We found
§;rticipants spent on avera@d:7 minutes on each manual

(a) Experienced RV users.  (b) Experienced RV developers.
Fig. 11: Con dence and dif culty on a ve-point scale.

2) User Study ResultsiVe compare the manual patche atch and2:6 minutes on each PPL formula. We found the

and PPL formulas created by participants using four me'tri erence between the average time spent on manual patches
(1) the ”“”_‘ber of correqt _answeri) (averagg tlme_' Spentin 504 PPL formulas is statistically signi canp& 0:001). As

each questlo_n,ao the participants” con der_1ce in their ansWerSehown in Figure 10a, the experienced RV users spent on average
and @) the dif culty level participants assign. The participants;g g and2:4 minutes on creating a patch and building a formula,
create on averagé:6 corrept PPL f_ormulas _compared_ B respectively. As shown in Figure 10b, RV developers spent
correct manual patches while spending abiitimes less time on average20 minutes to create each patch aBdninutes

on creating_formulas. Additionally, the participants have higheg 1, jiiq each formula. We found the differences between the
con dence in PPL formulas compared to patches (on _averag\gerage time users spent on patches and formulas@001)

4:2 vs.é339and ;haeyv\?d generart]m%_fl?PL formulas easier l(lo'And the average time developers spent on patches and formulas
averagel:9 vs. 3:3). We con rm the differences are statistically , « 0.001) are both statistically signi cant. These results show

signi cant using the Mann-Whitney U test [51]. that building formulas requires less time regardless of the level
Correctness. Two authors of this paper met over multipleof experience in RV software development.

sessions to check the correctness of participants' answers (88 dence and Dif culty Scores. We asked the participants
ual patches and PPL formulas) and reconcile disagreemefySsnacify for each question, their levels of con dence and
J’hrough this flnalysis, we categorize each answer as ‘corretﬂé dif culty of the question on a scale fror to 5. The
incorrect’ or “incomplete’ (empty answer). participants gave on average2 con dence level to PPL
As shown in Figure 9, the participants correctly created qBrmylas and3 to patches they created. We found this difference
average2 manual patches andté PPL formulas. We found gaiistically signicant o = 0:019). The participants rated
that the difference between the two averages is statisticafy git culty as 1:9 for PPL formulas and3:3 for patches
signi cant, with p< 0:001 We next analyzed the correctnesg,, average [f < 0:001). Based on these, we conclude that
of users’ and developers’ answers separately. In Fig”recf%rticipants have a higher con dence in PPL formulas, and

participants fromA to L are experienced RV users angpey ng generating manual patches more dif cult. As shown
participants fromMto R are RV software developers. Wejn Figyre 114, experienced RV users felt high con dence and

found that RV users correctly created on averagb patches |ess dif culty when they built formulas compared to creating

and 4:6 formulas, while RV developers correctly created OBatches. Although the RV developers also felt on average
average3:5 patches and:5 formulas. We found the difference higher con dence and less dif culty in building formulas
between the number of correct PPL formulas from users a(é%e Figure 11b), the difference between creating patches and
developers is not statistically signi canp& 0:66), whereas the pjiiging formulas is smaller compared to the users' answers.
difference between the number of correct patches from userg, summary, our user study shows that, regardless of the
and developers isp(= 0:008). This shows that participants o ricipant's experience level, creating PPL formulas to x

can correctly write PPL formulas and create patches througngs usingP GRATCH is both easier and less error-prone than

PGRTCH regardless of their level of RV software experienc?nanua”y xing the source code of an RV software package.
We examined the reasons behind the incomplete and in-

correct answers from participants. We found that none of the VIII. RELATED WORK
participants provided an incomplete PPL formula, but th
did not give an answer fo#4 of the 90 manual patches. We
observed “limited time” and “not familiar with this componentSearch-based APRA line of search-based APR methods mu-

were the main reasons participants provided in free text fiates a statement's operation at a candidate patch location [20].
giving up creating patches. Among tHé manual patches and However, changing an operation (e.g., arithmetic and relational)

X Test suite-based Automatic Program Repair
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