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background (1/4)

Web browser cache

‘ First visit ‘ acsac.org

Open Tab

1. Visit acsac.org /1) HTML \
— 2) JavaScript code

2. Fetch the resources 3) Images

of acsac.org 4) CSS
. 5) Media files
3. Store the resources ° 6) etc.

— > /
v \4

<Browser cache>
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background (2/4)

Web browser cache

| Visit again |~ acs2con

Open Tab

<User>

( Acsac 2016 ]

<] E> https://www.acsac.org

1. Visit acsac.org

1) Not fetch the resources )

2) Reducing
- Network traffic
2. Load cached )
41_ resources - Load time of web pages /

v \ 4

<Browser cache>
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background (3/4)

Quota Management API

= Support other HTML5 storage APls
= AppCache, ServiceWorker, IndexedDB

= Manage and monitor available storage space in a
web browser

= Two types of storage space
= (D persistent storage (2 temporary storage

<] E> | https://www.acsac.org |

<Temporary storage>

Ac
Sq.
/o

Problem :

? *H2B Add to my calendar
S e All web applications on a browser

Program
Draft Program available
AtaGlance

Sponsorships available

share temporary storage

Sponsorships
i
Venue
uni
Eorctons se Important Dates
ma 5
—Great Hotel Rates Expire
Icss pra roa and o o o 14 Nov —Great Hotel Rales Expire
Law for the ity research ity. | everyone to submit timely 15 Nov — Early Registration
work on this topic. and look forward to hearing about progress at this year's 5.9 Dec— ACSAC 2016
SerEET conference

8 Dec 2016 POSTECH and ADD, Rep. of Korea




background (4/4)

Quota Management API

= Temporary storage space | = 20GiB
= Approximately 33% of available storage space
= Each web application |=4GiB
= Use up to 20% of the temporary storage

Visitor's free
storage space
= 60GIB

O
<:| |:> www.Site.com o o

//Request storage usage and capacity left.

navigator.webkitTemporaryStorage.
gueryUsageAndQuota(onSuccess, onError);

function onSuccess(usedSpace, remainingSpace)

Free space = 60GiB
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Motivation & goal

= Motivation

= Quota Management API’s privacy problem
= Promptly return precise remaining space of shared storage

Average sampling rate: 20ms Byte unit

= Goal

1. Attackl: infer cross-tab activity

= |dentify the very next website a victim will visit
2. Attack2: infer browser status

= Browsing history

= Login status

= Friend and group relationship on Facebook

3. Countermeasure

8 Dec 2016 POSTECH and ADD, Rep. of Korea




Outline

1. Cross-tab activity inference

2. Browser status inference
1) Browser history
2) Login status
3) Friendship and group membership

3. Countermeasure
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Attack procedure

To identify the

Attack.com

very next website
a victim will visi

Open Tabl

It

1. Visit Attack.com

2. Execute an attack script

4. Log changes in the size
of storage footprints

Open Tab2

Cross-tab activity
inference (1/9)

<+— Victim’s activity

<+«—— Attacker’s activity

Site.com

P
6. Send the change log

Time
8 Dec 2016

|
|
<Foreground> 1
*) :
I L
| <Background> 3. Visit Site.com
I
l =
I Y Attack.comT Site.com ] S. Fetcpgle resources
: <::| E:> | http://Attack.com | of site.com
| ()
| ()
I °
|
1 <
|
1

<Local storage>
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Cross-tab activity

Attack procedure inference (1/9)

g0 N . Different web pages use the local storage
] 22: V'ﬂm differently in terms of size and time
g 400 - ’ 4
Attack.com/ § 200 Site.com
5 0 : ‘ \
@ 0 5 10
Time (s) j
Open Tabl Open Tab2
. |
1. Visit Attack.com <Foreground> :
— |
2. Execute an attack script L
-1 - —
j <Background> 3. Visit Site.com
I
4. Log ch in the si : Q =
- L0g changes In the size : 5. Fetch the resources
of storage footprints = : 4 tackccom | siecom ] of Site.com
I <10 [ http://Attack.com | '
I °
| (
I °
|
- -
— 1 | Read
6. Send the change log \:/ v v
Time <Local storage>
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Cross-tab activity

Demonstration video inference (2/9)

https://kimhyungsub.github.io/quota_passive.html




Cross-tab activity

Analyze time series inference (3/9)

= Dynamic time warping (DTW)
= Optimal subsequence bijection (OSB)

= Skip outliers of query and target time-series
= Effectively deal with noise

<DTW>

Query :!- -

Time-series

Target , _—
Time-series] 2
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Cross-tab activity

Inference accuracy inference (4/9)

1. Visit each front page of Alexa Top 100 web sites 10
times on each platform
Query storage

2. Wait for a minute to finish page loading 4= = 7 " C

3. Compare the query storage footprints with the attack
databases

Average accuracy is 92%

100

T
1
g0l 93.0

60}
40f

20}

Inference accuracy (%)

Linux Andlroid Windows
(LAN) (Wi-Fi) (LAN)

<Inference accuracy of cross-tab activity attacks
against non-cached websites>
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Cross-tab activity

Background disk activity inference (5/9)

= Measure background disk activity within a hour

= Average idle periods
= Android (67 s), Linux (22.5 s), and Windows (1.5 s)

100

o 80| |
Q 67.0
& eo| { | - Contain a large amount
= of noise
= 40 I i
(0] a =
& s __ Spoil our attack
o 20f /7 ~ 7]
2 | T

Android Linux  SWindows?’

~

<Statistics of idle periods>
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Cross-tab activity

Background disk activity inference (6/9)

= Exclude the effects of background disk activity

= Move the location of the browser cache to a separate
disk

Accuracy
Increased by 5%

/

1 Normall Separate disk cache
100 : .

T
97.0

03]
o —
(0]

80

60

40}

201

Inference accuracy (%)

Linux Windows
<Separate disk cache to ignore background disk activity>
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Cross-tab activity

Wireless network inference (7/9)

= Wi-Fi is less stable than a wired LAN.
= Suffer from high measurement noise

Average accuracy
decreased by 3%

B LAN [ Wi-Fi

| 1
I
92.8

100 ‘
|
I
92.3

80|

B

60| -5%

U

-0 1
3% B 20
40t

20}

Inference accuracy (%)

Linux Android Windows
<Accuracy on wired and Wi-Fi networks>
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Cross-tab activity

Eal' I y | n feren C e inference (8/9)

= Victim may not stay long in an attack page

= How fast can our attack infer the victim’s activity?
= Vary monitoring time from 3 sto 60 s

Monitor storage footprint for 5 s -10 s:
around 90% accuracy

?100
D
> 90
c | |l 2 | " --c-@----@---
|-
o 80f
(@)
(U -
g 70 B Linux
(- f .
L 60 ® -0 \Windows| |
.FC_J A--A Android
0 10 20 30 40 50 60

<Accuracy according to the length of monitoring time>
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Identifying cached web sites weerce )
= Visit cached web sites

= Only fetch and store dynamic or updated resources of
the web sites

= Changes in storage footprints are restricted

Average accuracy
decreased by 26%

100 100

<~ 8ol 93.0 =~ so| 70.5 658
@ 0 I 60.0
3 eof ] 3 60} I
&) 9]
© ©
) |9
o 3
E 201 :d__) 20!
< <
! L O I
Linux Android Windows Linux Android Windows
<Accuracy against non-cached web pages> <Accuracy against cached web pages>
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Outline

1. Cross-tab activity inference

2. Browser status inference
1) Browser history
2) Login status
3) Friendship and group membership

3. Countermeasure

8 Dec 2016 POSTECH and ADD, Rep. of Korea



Browser status

Load target web pages inference(1/4)

= Conventional attacks such as clickjacking and
timing attack use iframe

4 )
- HTTP header field
X-Frame-Options

Web page can prevent an iframe
tag from including itself

Q Attack web site \|

<] E> http://attack.com <] E> http://attack.com

iframe : target web page iframe : target web page<

- Frame busting code

\ J

%}3 Attack web site \|

Member Login

ll(/_'\\
| '@ This content cannot be displayed in a frame

To help protect the security of information you enter into
website, the publisher of this content does not allow it to
Remember Login

displayed in a frame.

Forgotten Password? What you can try:

® (pen this content in a new window
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Browser status

Prerendering inference (214

= Preload a web page in a hidden browser tab
= Reduce network and rendering delay

Web page cannot prevent
prerendering from loading itself

Hidden tab
STTTTTTTTTIIT .00

(Weather.com ] weekly weather 1@

<::I E> http://weather.com

Weekly weather

8 Dec 2016 POSTECH and ADD, Rep. of Korea




Browser status

Prerendering inference (214

= Preload a web page in a hidden browser tab
= Reduce network and rendering delay

Web page cannot prevent
prerendering from loading itself

[ Display the preloaded web page

ST TSI T Y, —_——-) I," """""""
( weather.com ] weekly weather '~ S 5! Wweather.com T weekly weather |

<] E> http://weather.com <] E:> http://weather.com/weekly

Weekly weather Weekly weather

—)

Click the link
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Browser status

Attack procedure inference (3/4)

2) Login status
3) Relationship on
Facebook

Attack.com

) Browsing history

<+— Victim’s activity

<+«—— Attacker’s activity

Target.com

Time

Open Tabl
1. Visit Attack.com <Foreground> hi dodgﬁr][ab
— o o -;
2. Execute an attack script (__
— T > i . .
_ I 4. Visit Target.com
<Hidden> 1
1
- - cTTTTTTTT S I (
3. Log changes in the Size | Attack.com I Target.com I 5. Fetch the resources of
of storage footprints = <> [htpuiatack.com | : Target.com
1 °
J i :
- | PY
1
_ =
6. Send the peak size of :
¥ storage footprint v v \ 4

<Local storage>

8 Dec 2016

POSTECH and ADD, Rep. of Korea



Browser status

Attack procedure inference (3/4)

300 - -egoogle before cache Lo P .
@ e google after cache Victim <+— Victim’s activity
28500 <«—— Attacker’s activity
m S—
Attack.com | § £ size Target.com
82100 :
[
- 5 2 :
o o P Peak size
o 0 \ .

0 5 1
Time (s) j

Open Tabl

- . Open
1. Visit Attack.com <Foreground> .
Sl hidden tab
’
2. Execute an attack script L
— T > i . .
_ I 4. Visit Target.com
<Hidden> 1
|
- - cTTTTTTTT S I (
3. I—Og changes In the Size | Attack.com I Target.com i I 5. Fetch the resources of
of storage fOOth’IntS - <::| E:> | http://Attack.com | : Target.com

| °

| °

¥ | PY
|
— |
6. Send the peak size of :

¥ storage footprint v v \ 4
Time <Local storage>

8 Dec 2016 POSTECH and ADD, Rep. of Korea



Browser status

Demonstration video inference (4/4)

https://kimhyungsub.github.io/quota_active.html




Browser history (1/2)

Inference accuracy

= Visit each front page of Alexa Top 500 web sites
5 times on each platform ﬁ Query storage footprints

= Compare the peak size of query storage footprints
with the attack databases

Always observe high inference
accuracy regardless of OSes

100 -

98.5
80} 1
60} |
w0l | +| Average : 97/%
20} .
0

And'roid Linux Windows =
<Inference accuracy of browser history stealing>

Inference accuracy (%)
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Browser history (2/2)

Our method vs. Timing attack

= Our method
= Use storage footprints
= Not affected by network condition

= Timing attack
= Use page load times
= Affected by network condition

I Our method [ ] Timing attack

_+29%

98.0 99.3
2 100} ‘§\t3096
>
78.5
L 70.2 ]
1
1

%)

80|

I

60}

40}

Inference accurac

20

LAN Wi-Fi
<Attacks on Linux (Alexa Top 200 sites)>
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Outline

1. Cross-tab activity inference

2. Browser status inference
1) Browser history
2) Login status
3) Friendship and group membership

3. Countermeasure
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Login status (1/2)

Login status identification

= Login pages return different
contents according to login status

Peak size

Peak size
+Login

-+Non-login
T 1

0 5 10
Time (s) /

o

/ Peak size of storage
footprint (KiB)
A O O
© © o
© © o

Exploit this difference!

( Facebook 1 [ Facebook 1
<::I E> https://m.facebook.com <::I E> https://m.facebook.com/xxx
Hyungsuib Kim
Hyungsub, which city do you live in?
Email or Phone [2] ,/ =
Password Updat fvity

+ Describe Who You Are

Q@ From Anyang, Kyonggi-Do, Korea

N Followed by 1 person

Edit Detail
Create New Account i heals
& Add Featured Photos

Forgot Password? - Help Center
About Photos Friends

<Non-login> <Login>
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Login status (2/2)

Login status identification
= Attack the login pages of Alexa Top 20 sites

Clear differences in storage footprints

and with login information

Visit non-cached web pages
without and with login information

Visit cached web pages without J

Onon-login ®mlogin Onon-login Elogin

10000 - 1000 -

Q (4]
o (=]
EA EA
S@ 1000 o
3 w¥ 100
et e
gg 100 85
| . |-
N S N2 10 -
» o » o
e 10 x 8
[} [
o l o
1 QX OO0 CC 2=+ CRiE=2+Xrtwnao == 1 0¥00=C>\L""0E=—::‘:hwﬂh—°
aonoo-—m2$>5:gﬁ=6=m-cm° 520200588 8>5c838Tc530T 2
o°=-=NE'°?='-=E°>.E'°m“’EE'U oO:.{:NxDEL—L(J:hE-cUTEE#
6258 TE?®32 O wS52ES=Tg 08588 c?38 © w5PES=GQ
583 >E= S g 2=2"Tg ¢ 285 >f= ®2 & 22779 ¢
3 o g2 o AL o £ (]
£ 2 = 2
<Non-cached> <Cached>

8 Dec 2016 POSTECH and ADD, Rep. of Korea




Outline

1. Cross-tab activity inference

2. Browser status inference
1) Browser history
2) Login status
3) Friendship and group membership

3. Countermeasure

8 Dec 2016 POSTECH and ADD, Rep. of Korea



Inferring friend relationship " memvesnp )

membership (1/3)

Even public Facebook timeline

ge’\

= Show different web pages 0 nm‘i .
= Store different resources in the local storage

( Facebook 1 ( Facebook 1
<j :> https://facebook.com/xxx <j :>

5 800 P_aljsize\

" - 2% 600 - NN

Is personalized 5% 0| [ oS

= According to user permission §f 200 | [ e
Qo 0

https://facebook.com/xxx

Home Find Friends

. Timeline ¥ Recent « J, Add Friend 3\ Follow

# Post  [8l Photo/ Video

To see what he shares with friends, send him a friend request. RIS
a Write something to

<In case of friends>

<In case of non-friends>
8 Dec 2016
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Inferring group relationship

= According to user permission
= Show different web pages
= Store different resources in the

local storage

( Facebook ]

Friendship and group
membership (2/3)

Peak size of storage
footprint (KiB)

\_

(=2}

N A (2]
o O o o
o o o o o
1 ! 1 1

—Closed group (member) \

---Closed group (non-member)
Peak size b

- - - - - - - -

o
[4)]
-
o

Time (s)

( Facebook 1

<:| [:> https://m.facebook.com/xxx

I_-IPC ) >
Closed G
ddddddddd hotos
B [ Photos
&

A5, e ELICH
CtE RAIHAI=R. . ==

JH a8 62 HOHOHED SHSLICH

A2 MILIZSO AARTH AME| SFES 425 ALELICE ©

ol Like B Comment

3dgtel 0|= MEE OHAlD &2 SHESLICE OlH SH D13 22 = €20/ 4 FAUIR.~

<:| [:> https://m.facebook.com/xxx

HPC >
Closed Group
J Group
Suggested Group:
n' nnnnnnnnnnnnn (For teachers and their friends) )
8 982m
Eg Poh ive Aw:
992 m
i
20
5,508
L= 1)
sssssss

<Joined a closed group>

8 Dec 2016

<Not joined a closed group>
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Friendship and group

Attack results membership (3/3)

Successfully recognize friend
and group relationship

Non-cache Cache
o 3500 - Ofriend ®non-friend o 160 Ofriend ®mnon-friend
& 3000 - g 140 -
53 § @120 |
222500 - 2z
n X » X 400 -
% = 2000 - 5= go |
51500 - % £ 60
" 1 0 i
2 § 1000 _ %8 40
S = 500 T 20
o 0 - e
A B C|D E F|G H 1 A B C/D E F|G H I
Private Mostly Public Private Mostly Public
private private
3500 4 O member ®non-member o ::23 1 Dmember ®non-member
@ . o i
353000 | S @120 - f
s §2000 A g = 80 -
851500 - NE 60
< $1000 - x O 40 -
A 20 -
@ 500 - o
o 0 - ]
"Tae clo e Flo H 1 A B CI/D E F/G H I
Secret | Closed | Public Secret Closed Public
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Outline

1. Cross-tab activity inference

2. Browser status inference
1) Browser history
2) Login status
3) Friendship and group membership

3. Countermeasure
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Countermeasure: Round down

= Round guota value down to the nearest multiple
of a unit

= Example 4[\ Original quota ]
= Temporary storage: 49.99 MiB Bt l2) = Blekl 12
= Unit of round down: 100 KiB Rounded quota
Attackers can only get coarse- Round(9.998,_ LOEIIE)
grained storage footprints. = .2 lE y,
' =8 Linux > o-o (=8 Linux

[00]

o
(0]
o

@ -0 Windows|]
A--A Android |

@ -0 Windows|]
A -A Android |

)]
o

)
=)
>

s
o

500 KiB

\
\
\
\
\
\
\
—
\ /

s
o
|

Inference accuracy (%)
(]
o

Inference accuracy (%)

-
-
- -
-
- -
-

0% 50 100 150 300 0% PO, TRy AT o
Round down size (KiB) Round doWwr™size (KiB)
<Cross-tab activity> <Browser history stealing>
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Conclusion

= Explored the privacy problem of Quota API
= Attackl: infer cross-tab activity
= |dentify the very next website a victim will visit

= Attack?2: infer browser status
= Browsing history
= Login status
= Friend and group relationship on Facebook

= Proposed around down method
= Effectively prevent our attacks
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Thank you

Are there any questions?

hyungsubkim@postech.ac.kr
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