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Abstract
LiDAR (light detection and ranging) localization is a key component
of autonomous driving systems, enabling accurate vehicle pose esti-
mation through optimization-based scan registration methods (e.g.,
the normal distributions transform algorithm). Existing adversarial
attacks mainly target the observation space by manipulating LiDAR
point clouds, overlooking another important dependency: the posi-
tion prior used to initialize the optimizer. In this paper, we identify
the initialization space as a previously unexplored attack surface
and show that GNSS spoofing can drive LiDAR localization to incor-
rect local optima. Experiments on the Autoware-CARLA platform
reveal a convergence basin of approximately 4m, beyond which ini-
tialization perturbations lead to localization failures. Our analysis
of observation-space attacks shows that localization errors induced
by LiDAR spoofing exhibit a stable magnitude and a dominant drift
direction over time. Leveraging these insights, we propose a cross-
space adversarial attack that jointly exploits the initialization and
observation spaces by coordinating GNSS spoofing with LiDAR
manipulation, demonstrating that coordinated perturbations across
sensing modalities can propagate through the complete localization
stack. The proposed attack increases the mean localization error by
approximately 7m for A-LOAM and 15m for HDL-Localizer com-
pared to observation-space attacks alone. These findings expose
vulnerabilities arising from interactions between initialization and
observation spaces and provide a basis for evaluating the security
of autonomous vehicle localization systems.
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1 Introduction
Precise localization is fundamental to autonomous vehicles (AVs), as
accurate vehicle position estimates are essential for safe navigation
and decision-making in complex environments. To achieve robust
localization, AVs commonly employ multi-sensor fusion (MSF) [2,
17], which combines complementary measurements from global
navigation satellite systems (GNSS), inertial measurement units
(IMUs), light detection and ranging (LiDAR), and other sensors.

Among these modalities, LiDAR-based localization has gained
widespread adoption in AVs because LiDAR provides dense and geo-
metrically informative measurements that enable accurate position
estimation relative to a reference map. However, unlike GNSS and
IMUs, which provide direct positional or motion measurements,
LiDAR localization (as shown in Figure 1) is a machine learning-
based localization model that estimates the vehicle position through
iterative optimization. Given a LiDAR point cloud and an initial
position estimate (position prior), the localization model iteratively
registers the observation against a reference map to refine the vehi-
cle position. Representative approaches, including iterative closest
point (ICP) [18], normal distributions transform (NDT) [19], LiDAR
odometry and mapping (LOAM) [28], and their variants [5, 25],
perform this inference through nonlinear optimization.

Failures in LiDAR localization can compromise the reliability
of the overall localization MSF, particularly when sensor measure-
ments are corrupted or manipulated by an adversary. Attacks can
target individual sensing modalities or exploit the fusion process
to induce erroneous vehicle position estimates. Moreover, coordi-
nated attacks across multiple sensors can simultaneously manipu-
late complementary measurements, potentially making malicious
estimates more consistent with each other and harder for the MSF
to detect. Such localization attacks can propagate to downstream
autonomous driving software modules, leading to incorrect trajec-
tory planning, degraded obstacle avoidance, mapping errors, and
potentially unsafe vehicle behavior. Therefore, understanding the
impact of attacks on LiDAR localization, as well as coordinated
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Figure 1: Overview of LiDAR localization through position
optimization. Previous works exploit the LiDAR point cloud
(observation space), whereas we target the initial position
guess through GNSS spoofing.

attacks on the broader localization MSF, is critical for developing
secure and reliable autonomous vehicles (AVs).

Recent studies [12, 13, 20] have investigated the vulnerability of
LiDAR localization to adversarial attacks by manipulating physical
LiDAR observations. These approaches primarily operate in the
observation space, for example, by inserting, removing, or modi-
fying objects in the LiDAR point cloud to mislead scan-matching
algorithms [18, 19]. While these attacks demonstrate vulnerabili-
ties in LiDAR localization, two important aspects remain largely
unexplored.

First, existing attacks primarily target LiDAR localization in iso-
lation and do not examine their impact on the broader localization
MSF. In commercial AV systems such as Apollo [2], Waymo [7],
and Autoware [21], LiDAR localization is coupled with GNSS and
IMUs for position estimates. Thus, an attack that corrupts LiDAR
localization may not necessarily corrupt the final MSF estimate. A
successful attack must account for these sensor fusion pipelines
and potentially coordinate with other sensor measurements to over-
come the redundancy of MSF.

Second, existing worksmainly focus on direct point-cloudmanip-
ulation. This can be challenging in modern LiDAR sensors such as
Hesai, Ouster, Robosense, where timing randomization mechanisms
complicate precisely timed point injection [15], while physical ob-
ject removal may require specialized hardware [13]. This motivates
investigating attack surfaces beyond direct point-cloud manipu-
lation, particularly those arising from the dependencies between
LiDAR localization and the localization conducted by the MSF.

To address these gaps, we investigate the security of LiDAR
localization and analyze existing observation-space attacks. We
further identify a previously unexplored attack surface in LiDAR
localization: the initialization space. Instead of directly modifying
LiDAR point clouds, we demonstrate that an adversary can ma-
nipulate the position prior (initial guess) and lead the optimizer
to an incorrect local minimum to produce a localization failure.
Finally, we investigate coordinated attacks that jointly manipulate

LiDAR and GNSS measurements. This enables us to evaluate LiDAR
localization not only in isolation, but also within the MSF-based
localization pipeline used by AVs.

In summary, we make the following contributions:

• Analysis of observation-space attacks. We systemati-
cally study existing attacks that manipulate the LiDAR point
cloud and analyze their impact on optimization-based LiDAR
localization.

• Identification of initialization space as a new attack
surface. We identify the position prior used to initialize
LiDAR localization as a previously unexplored attack sur-
face and demonstrate how an adversary can exploit it in AV
localization systems through GNSS spoofing.

• Cross-space coordinated attacks.We develop coordinated
attacks that simultaneously manipulate LiDAR observations
and GNSS-based position priors to maximize localization
error. By jointly exploiting the observation and initialization
spaces, these attacks demonstrate how an adversary can
overcome the redundancy of localization MSF and induce
substantially larger localization errors.

2 Background and Related Works
2.1 LiDAR Localization
LiDAR-based localization is a fundamental machine learning (ML)
problem in autonomous driving and robotic systems, where models
learn to estimate the sensor’s position by aligning LiDAR observa-
tions with either previous observations or a pre-built representation
of the environment. Existing LiDAR localization approaches can be
broadly categorized into two classes: scan-to-scan and scan-to-map
localization.

Scan-to-scan localization [25, 28] estimates the relative motion
between consecutive LiDAR scans by registering the current obser-
vation against the previous scan. These approaches are commonly
used in simultaneous localization and mapping (SLAM) [5] systems
for incremental position estimation and map construction. How-
ever, since each position estimate depends on previous estimates,
scan-to-scan approaches are susceptible to accumulated drift over
long trajectories.

In contrast, scan-to-map localization [11] estimates the vehicle
position by aligning the current LiDAR scan against a pre-built map.
This approach is commonly adopted in commercial autonomous
driving systems due to its ability to provide globally consistent local-
ization. By leveraging environmental maps, scan-to-map methods
can reduce long-term drift compared with scan-to-scan approaches.

Regardless of the localization paradigm, most LiDAR localiza-
tion systems formulate localization as a point cloud registration
problem. Representative registration algorithms include iterative
closest point (ICP) [18], normal distributions transform (NDT) [19],
and LiDAR odometry and mapping (LOAM) [28]. These algorithms
typically solve nonlinear optimization problems using local opti-
mization procedures. Consequently, their convergence depends
heavily on the quality of the initial position estimate. If the initial
guess is sufficiently close to the true position, the optimizer can
converge to the correct solution; however, large initialization errors
can cause convergence to incorrect local optima.
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2.2 Multi-Sensor Fusion for Localization
Commercial autonomous driving systems rely on multi-sensor
fusion (MSF) modules [2, 17] to achieve robust localization and
navigation. Sensor redundancy is introduced by combining com-
plementary sensing modalities, where GNSS provides global posi-
tioning information, IMU provides motion constraints, and LiDAR
localization provides geometric corrections from environmental
observations.

Typically, these measurements are fused asynchronously using
Kalman filters or their variants, such as Extended Kalman Filters
(EKF) [26, 30] and Error-State Kalman Filters (ESKF) [1, 9]. The
fusion framework maintains an estimate of the vehicle state and
continuously updates it based on incoming sensor measurements.
By exploiting redundancy among sensors, these systems can com-
pensate for individual sensor failures and improve localization
robustness.

Prior works have investigated the security of MSF-based local-
ization systems. However, existing studies have primarily focused
on extracting or modeling the behavior of the underlying Kalman
filter [29], or have considered attacks targeting individual sensors,
particularly GNSS spoofing [16, 27]. These approaches often over-
look the interaction between sensor fusion and downstream LiDAR
localization optimization.

Different autonomous driving platforms employ different local-
ization architectures. For example, systems such as Autoware [21]
primarily rely on LiDAR localization and use GNSS mainly to pro-
vide the initial localization estimate. In contrast, commercial au-
tonomous driving platforms such as BaiduApollo [2] andWaymo [7]
integrate GNSS, IMU, and LiDAR localization measurements di-
rectly into the fusion framework. These architectural differences
introduce different attack surfaces and motivate the need to analyze
localization security from a system-level perspective.

2.3 Attacks on LiDAR Localization
Recent works have demonstrated the vulnerability of LiDAR local-
ization to physical adversarial attacks, primarily by manipulating
the LiDAR observation space. Nagata et al. [13] introduced SLAM-
Spoof, a framework for physically realizable LiDAR spoofing attacks
based on Chosen Point Injection (CPI) [3] and High Frequency Re-
moval (HFR) [15]. CPI injects fabricated LiDAR points into the point
cloud, whereas HFR removes legitimate LiDAR pulse reflections
by exploiting the physical characteristics of fired pulses from Li-
DAR sensors. HFR is particularly relevant to modern LiDARs, such
as Livox, Ouster, and RoboSense, which employ timing random-
ization that mitigates injection-based attacks. Tanaka et al. [20]
demonstrated that adversarial point injection can mislead the NDT
localization module in Autoware, while Lao et al. [12] showed that
selectively removing LiDAR points can degrade localization by dis-
rupting point-cloud registration. In our baseline evaluation, we
focus on the HFR attack (using SLAMSpoof framework) because of
its practical applicability to modern LiDAR systems.

Despite these advances, existing attacks primarily treat the Li-
DAR point cloud as the attack surface, assuming that the localization
optimizer and its initialization remain trustworthy. In this work, we
extend this perspective by investigating additional attack surfaces
in the localization pipeline, including the initialization provided by

external localization sources and the interactions between multiple
sensing modalities.

3 Observation Space Vulnerability Analysis
We conduct a systematic study of existing physical attacks on Li-
DAR localization and find that the attacks in the SLAMSpoof frame-
work [13] account for the physical constraints of modern LiDARs,
including Ouster, Hesai, and RoboSense sensors used in industry-
grade AVs. We therefore evaluate SLAMSpoof against LiDAR local-
ization as a baseline and analyze the magnitude and direction of the
resulting localization error over time. This analysis characterizes
the error induced by observation-space attacks and provides the
basis for the cross-space attack strategy presented in Section 5.

3.1 Threat Model
We adopt the physical LiDAR spoofing threat model proposed by
Sato et al. [15] and instantiate attacks using the SLAMSpoof [13]
framework. The adversary is equipped with a spoofing device con-
sisting of a pulse laser and an optical lens system capable of injecting
forged LiDAR pulse reflections at a high firing rate into the vic-
tim vehicle’s sensor. The objective of the attacker is to perturb the
victim’s localization estimate without compromising the onboard
software stack.

Among the attack primitives provided by SLAMSpoof, we em-
ploy the HFR [15] attack as it is effective against new generation
automotive LiDARs, including sensors from Ouster, Livox, Hesai,
and RoboSense. In this attack, the adversary injects spoofed LiDAR
pulse reflections such that legitimate LiDAR measurements within
an approximately 80° azimuth sector are replaced by these fake
rays. As a result, objects located within this sector are effectively
removed from the LiDAR scan, producing a consistent blind region
that biases the downstream localization algorithm.

However, SLAMSpoof evaluates LiDAR localization modules in
isolation, without integrating the upstream multi-sensor localiza-
tion framework. Consequently, the LiDAR localization algorithm
does not receive position priors from external sources such as GNSS
or sensor fusion. Instead, the initial position estimate for each reg-
istration is obtained from the localization estimate of the previous
frame, effectively propagating the estimated trajectory through
successive scan registrations. This setup enables us to isolate and
analyze the effects of observation-space perturbations on LiDAR
localization, independent of external initialization errors.

The victim system consists of a LiDAR-based localization module
operating on sequential LiDAR scans. We evaluate two representa-
tive localization pipelines:

• A-LOAM [28], a scan-to-scan localization algorithm that
estimates motion by registering consecutive LiDAR scans.

• HDL Localizer [11], a scan-to-map localization algorithm
that estimates position by registering the current scan against
a pre-built map usingNormal Distributions Transform (NDT).

All experiments are performed using sequences from the KITTI
dataset [8], with spoofed LiDAR observations generated through
the SLAMSpoof framework. Localization error is evaluated by com-
paring the estimated trajectory against the ground-truth positions
provided by the dataset.
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3.2 Analysis of Induced Localization Error
We first reproduce the results of prior work [13] and establish its
performance as a baseline for our evaluation. We then conduct
multiple tests to analyze the temporal evolution and directional-
ity of the induced localization errors, as discussed below. These
characteristics provide insights into the behavior of optimization-
based localization under adversarial observations and motivate our
subsequent initialization attacks.

3.2.1 Error Magnitude Across Localization Models. We first com-
pare the localization errors produced by HFR attacks on represen-
tative scan-to-scan and scan-to-map localization algorithms.

Model Position Error (m) Orientation Error (◦)

Mean Max SD Mean Max SD

A-LOAM [28] 5.72 19.15 4.64 1.70 13.82 1.65
HDL Localizer [11] 0.01 3.06 0.05 1.15 4.20 1.33

Table 1: Localization Error Evaluation for Baseline Models

Table 1 summarizes the localization errors obtained for A-LOAM
and HDL-Localizer. Consistent with the observations reported in
SLAMSpoof, scan-to-scan localization exhibits significantly larger
localization errors than scan-to-map localization. Since scan-to-
scan methods estimate vehicle motion by registering consecutive
LiDAR scans, errors introduced by spoofed observations directly
affect the relative motion estimate and accumulate over time. In
contrast, scan-to-map localization continuously aligns the current
scan with a globally consistent map, providing additional geometric
constraints that partially mitigate the effect of spoofed observations.

These results validate previous findings while confirming that
map-based localization is inherently more resilient to observation-
space perturbations than scan-to-scan approaches.

3.2.2 Directionality of Localization Drift. The localization error
induced by physical LiDAR spoofing is not deterministic across
individual frames. Unlike GNSS, LiDAR point clouds do not directly
provide a positional measurement; the estimated pose is instead
obtained as the solution of an optimization problem. Consequently,
small variations in the observed point cloud can lead to variations
in the resulting localization error.

However, closer examination shows that the error direction re-
mains relatively consistent across consecutive observations. Fig-
ure 2 shows the distribution of localization error directions for
A-LOAM and HDL-Localizer. Although the error direction may
appear random, most of the consecutive error vectors are concen-
trated within a narrow range of directions. Individual localization
errors therefore vary in magnitude and direction, but their direc-
tions remain correlated over time. This correlation causes the errors
to accumulate along consistent directions, resulting in a systematic
drift.

To quantify this behavior, we compute the standard deviation of
the localization error magnitude and direction over five consecutive
frames, with the results summarized in Table 2. The low directional
variability confirms that consecutive errors are correlated rather
than independent. This persistent directional bias causes localiza-
tion errors to accumulate over time.

(a) A-LOAM

(b) HDL-Localizer

Figure 2: Distribution of localization error directions for A-
LOAM and HDL-Localizer. Although individual error direc-
tions may vary, the error vectors exhibit clear directional
concentration, with a large fraction of errors accumulating
along specific directions rather than being uniformly dis-
tributed.

LiDAR Localization Model Window Type Direction of Error (°) Magnitude of Error (m)

Mean SD Mean SD

A-LOAM [28] Non-overlapping 7.60 8.74 0.321 0.211
Overlapping 7.82 8.70 0.319 0.213

HDL Localizer [11] Non-overlapping 12.19 11.53 0.103 0.222
Overlapping 12.35 11.70 0.104 0.224

Table 2: Position Error comparison of LiDAR localization
models showing direction and magnitude of error across
window types (Window size = 5).

3.2.3 Repeatability of Localization Drift. To evaluate whether the
observed error behavior depends on the placement of the spoofing
device, we conduct repeatability experiments by varying its position.
For each localization algorithm, we perform the HFR attack with
six different spoofer placements that exhibit a high Scan Matching
Vulnerability Score (SMVS) [13]. This experimental setup allows
us to assess the consistency of the observed localization errors for
various spoofer placements.

Across the resulting 12 experimental runs, 11 runs exhibit consis-
tent localization behavior. Specifically, provided that the spoofing
device is positioned at a location with high SMVS, the induced
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localization trajectories follow a similar drift pattern, with the local-
ization error varying by less than 1 m across repeated experiments.
Figure 3 illustrates a representative trajectory for A-LOAM, where
the localization error accumulates progressively over time as suc-
cessive spoofed observations bias the optimization process.

Figure 3: Accumulated Trajectory Drift due to LiDAR spoof-
ing on A-LOAM.

These results indicate that the effectiveness of HFR attacks is
largely independent of the exact spoofing location, provided the
calculated SMVS of the chosen location is high. More importantly,
the consistent drift observed across repeated experiments suggests
that the localization error is a systematic consequence of the op-
timization process rather than an artifact of a particular attack
configuration.

3.2.4 Convergence Behavior of Local Optimization. While the local-
ization trajectories remain consistent in 11 of the 12 experiments,
we observe a qualitatively different behavior in one experiment
involving HDL-Localizer. This failure mode was not reported in the
original SLAMSpoof study and was identified in our evaluation.

Instead of exhibiting a gradual accumulation of localization error,
the estimated vehicle position eventually loses localization consis-
tency and remains confined to a small region despite continued
vehicle motion. Figure 4 illustrates this behavior, where the esti-
mated position effectively hovers around a fixed location while the
ground-truth vehicle continues along its trajectory.

We attribute this phenomenon to the convergence characteristics
of the underlying LiDAR Localization. Under prolonged spoofing,
the optimizer converges to an incorrect local minimum from which
it is unable to recover. Since the SLAMSpoof framework evaluates
LiDAR localizationmodules in isolation, the initial position supplied
to each optimization iteration is simply the localization estimate
from the previous frame. Once the optimizer becomes trapped in
an incorrect basin of attraction, the erroneous position estimate is

Figure 4: Comparison of Trajectory of HDL-Localizer after
LiDAR Spoofing.

repeatedly propagated as the initialization for subsequent scan reg-
istrations. Consequently, each successive optimization converges
to the same incorrect solution, preventing the localization mod-
ule from recovering and causing the estimated vehicle position to
remain effectively stationary.

Although this behavior was observed in only one experimental
run, it provides important evidence that optimization-based LiDAR
localization is fundamentally dependent on initialization quality.
Observation-space perturbations can not only induce gradual lo-
calization drift but can also drive the optimizer into an incorrect
local minimum, fromwhich recovery is difficult without an external
correction. This observation further motivates our investigation
of initialization-space attacks, where the position prior itself is
manipulated to intentionally steer the optimizer toward incorrect
convergence.

3.3 Key Findings
Our analysis reveals two important characteristics of optimization-
based LiDAR localization under observation-space attacks. First,
physical LiDAR spoofing introduces a persistent directional bias,
causing localization errors to accumulate gradually rather than
manifest as isolated deviations. Second, prolonged observation-
space perturbations can drive local optimization algorithms into
incorrect basins of attraction, fromwhich they are unable to recover
because each optimization iteration is initialized using the previous
localization estimate.

These findings suggest that the initialization supplied to the
optimizer is itself a critical attack surface. If observation-space
perturbations alone can eventually force the optimizer into an
incorrect local minimum, then directlymanipulating the optimizer’s
initial position estimate should allow an adversary to induce similar
failures more efficiently.
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4 Initialization Attack
We now investigate a complementary attack surface: the initializa-
tion of the optimization process. Since iterative registration algo-
rithms converge to local optima based on an initial position esti-
mate, an adversary capable of manipulating this initialization can
influence localization without modifying the LiDAR observations.

To evaluate this vulnerability, we consider GNSS spoofing as a
practical mechanism for manipulating the initial position estimate
supplied to the LiDAR localization module.

LiDAR localization (as shown in Figure 1) can be formulated as
the following optimization problem,

T̂𝑡 = arg min
T

L
(︁
M,P𝑡 ;T,T0

𝑡

)︁
, (1)

where M denotes the reference map (or previous scan for scan-
to-scan methods), P𝑡 denotes the current LiDAR observation, T0

𝑡

represents the initial position estimate provided to the optimizer,
and T̂𝑡 is the optimized vehicle position.

Existing LiDAR localization attacks primarily manipulate the
observation space by perturbing P𝑡 . In contrast, we target the
initialization space by introducing an adversarial perturbation to
the position prior,

T̃0
𝑡 = T0

𝑡 + 𝛿GNSS, (2)

where 𝛿GNSS denotes the perturbation introduced through GNSS
spoofing. By providing the optimizer with an erroneous initial
estimate, the adversary can steer the registration process toward an
incorrect local optimum even when the LiDAR observations remain
authentic.

4.1 Threat Model
We consider an adversary capable of spoofing the GNSS signals
received by the victim AV. Unlike the observation-space attack
presented in Section 3, the attacker does not manipulate the Li-
DAR point cloud or interfere with the LiDAR sensor. Instead, the
objective is to perturb the position prior used to initialize LiDAR
localization. Physical GNSS spoofing is a well-established attack
in which an adversary broadcasts counterfeit signals that cause a
victim receiver to derive an erroneous position [23]. In particular,
civilian GPS signals use publicly specified pseudorandom noise
(PRN) codes [10], enabling an attacker to generate signals that
emulate legitimate satellite transmissions. Thus, compared with
physical LiDAR spoofing, GNSS spoofing can provide a lower-cost
attack surface because it does not require direct interaction with the
LiDAR sensor or specialized hardware for manipulating individual
LiDAR returns.

Our victim platform is Autoware [21], a widely adopted open-
source autonomous driving stack. Autoware performs localization
using a MSF pipeline, illustrated in Figure 5. The localization stack
employs NDT for LiDAR localization. During system initialization,
the first position estimate is obtained from the GNSS receiver. Sub-
sequently, the localization module relies on an Extended Kalman
Filter (EKF) prediction, which fuses multiple sensor observations
to provide the initial position estimate for each successive NDT
registration.

Figure 5: Threat Model for Initialization Attack. The attacker
spoofs the GNSS receiver to perturb the position prior sup-
plied to the localizationMSF. During initialization, GNSS pro-
vides the initial position estimate, while subsequent position
priors are generated by the EKF. The NDT LiDAR localizer
refines these priors using LiDAR observations and serves as
the attack target.

Consequently, the localization process can be viewed as a se-
quence of local optimization problems, where each optimization
is initialized using the position predicted by the MSF framework.
An incorrect initialization can therefore alter the optimizer’s con-
vergence behavior, even when the LiDAR observations remain
unmodified.

We assume that the adversary can spoof the GNSS measure-
ments during the system initialization phase, thereby introducing
an erroneous initial position into the localization pipeline. After
initialization, no further manipulation of GNSS or LiDAR mea-
surements is performed. This threat model isolates the effect of
initialization errors on the convergence behavior of the LiDAR
localization algorithm.

4.2 Experimental Setup
To evaluate the sensitivity of LiDAR localization to initialization
errors, we conduct experiments using Autoware in the CARLA sim-
ulation environment [4, 6]. The AV is kept stationary during each
experiment to eliminate motion-induced uncertainty and isolate
the effect of initialization on LiDAR localization convergence.

Before the first execution of the NDT localization module, the
attacker injects a controlled offset into the GNSS-derived initial
position provided to the localization system. We systematically
vary three parameters:

• the magnitude of the GNSS initialization error,
• the direction of the GNSS perturbation, and
• the ground-truth position of the AV with respect to the map.

The first two parameters characterize the spoofing perturbation,
while the third captures the influence of the local map geometry
on the localization process. In particular, varying the AV’s ground-
truth position allows us to determine whether the same GNSS
perturbation produces different convergence behavior at different
locations in the map.

We consider localization successful when the final NDT estimate
is within 0.6 m of the ground-truth position and a failure otherwise.
We adopt this conservative threshold based on prior work [16],
which reports that lateral localization errors exceeding 0.895 m
can induce off-road localization and unsafe navigation behavior. We
characterize the NDT convergence basin by performing a random
search over initialization positions while varying the GNSS error
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magnitude, perturbation direction, and AV ground-truth position
with respect to the map. For each sampled initialization, we execute
NDT and determine whether it converges to a localization estimate
within the 0.6m success threshold.

Figure 6 illustrates representative examples of the resulting lo-
calization behavior for different initialization offsets. Table 3 sum-
marizes representative initialization configurations and their corre-
sponding convergence outcomes.

4.3 Initialization Error Bounds
The results reveal that NDT exhibits a finite basin of convergence
with respect to the initialization position, as illustrated in Figure 6.
When the initialization lies within this basin, the scan-to-map reg-
istration process can recover the correct vehicle position. As the
initialization is moved farther from the ground-truth position, how-
ever, the optimizer can converge to an incorrect local optimum.

For the default Autoware configuration evaluated in our exper-
iments, the random search indicates that the convergence basin
extends approximately 4 m from the ground-truth position. This
boundary represents the empirically observed spatial extent of ini-
tial positions from which NDT can recover the correct localization
solution. Importantly, the convergence basin is not determined
solely by the magnitude of the initialization error. Its behavior
also depends on the perturbation direction and the ground-truth
position of the AV with respect to the map.

Perturbation Direction Magnitude (m) Localization Outcome

Lateral

1.0 Successful
2.0 Successful
2.5 Successful
3.0 Successful
4.0 Failure
5.0 Failure
8.0 Failure

Longitudinal

2.0 Successful
2.5 Failure
2.5 Successful
3.0 Successful
4.0 Failure
5.0 Failure
8.0 Failure

Table 3: Localization outcomes under varying GNSS initializa-
tion perturbations. The outcome depends on the perturbation
magnitude and direction, as well as the AV’s ground-truth
position on the map. A localization outcome is classified as
Successful when the final localization error is less than 0.6m
from the ground-truth position, and Failure otherwise.

Consequently, identical GNSS error magnitudes can produce dif-
ferent localization outcomes at different vehicle positions or along
different perturbation directions. This explains, for example, the
two 2.5m longitudinal perturbations reported in Table 3: although
their perturbation magnitudes and directions are identical, their dif-
ferent ground-truth positions relative to the map result in different
localization outcomes.

We further observe downstream consequences of the resulting
localization failures for autonomous driving systems. In our exper-
iments, incorrect convergence of the NDT optimizer caused the
estimated vehicle position to deviate from the true road geometry,

corresponding to an incorrect lane, a different position along the
road, or even an off-road location. Such errors can propagate to
downstream perception, planning, and control modules, potentially
leading to unsafe driving behavior.

Figure 7 demonstrates one such consequence in Autoware. When
spoofed initialization drives LiDAR localization toward an incorrect
local minimum, the resulting position estimate becomes inconsis-
tent with the vehicle’s actual physical location. The navigation
stack then treats this erroneous estimate as the vehicle’s current
position and plans the route accordingly. As a result, the vehicle
followed a trajectory opposite to the intended direction and ulti-
mately reached a different destination. Thus, initialization spoofing
can extend beyond localization degradation to influence navigation
decisions and produce incorrect autonomous driving outcomes.

Overall, these results indicate that NDT’s convergence behav-
ior is governed by the interaction between the initialization error
and the local optimization landscape induced by the map. An ini-
tialization outside the convergence basin can drive the optimizer
toward an incorrect local optimum, even when the LiDAR observa-
tions themselves remain completely authentic. This establishes the
GNSS-derived initialization as a practical attack surface for LiDAR
localization and demonstrates that manipulating only the initial
position can have consequences that propagate from localization
to autonomous navigation.

5 Cross-Space Adversarial Attack
The attacks demonstrated in the previous sections target LiDAR
localization in isolation and do not directly account for the local-
ization MSF pipeline used in autonomous driving systems. Since
LiDAR localization is coupled with GNSS and IMU, compromising
the LiDAR localization module alone may not be sufficient to induce
a persistent error in the final localization estimate. This motivates
the need for attack strategies that explicitly target the interactions
within the MSF pipeline.

Building on these observations, we formalize a black-box cross-
space adversarial attack that simultaneously compromises multiple
sensor inputs. Specifically, the attacker jointly manipulates LiDAR
observations and GNSS measurements to influence both the local-
ization optimization and its initialization, while accounting for the
consistency constraints imposed by the MSF. The attack requires
no knowledge of the internal parameters, configurations, or imple-
mentation details of either the LiDAR localization module or the
MSF. By simultaneously perturbing these sensor modalities, the pro-
posed approach aims to maximize the resulting localization error
and expose vulnerabilities in the complete localization pipeline.

5.1 Threat Model
5.1.1 Attacker Model. We assume an adversary with physical ac-
cess to the environment who can perform an HFR attack against the
victim LiDAR sensor using a spoofing device. Similar to the threat
model described in Section 3, the attacker injects forged LiDAR
pulse reflections to perturb the observation space and influence the
LiDAR localization module.

In addition, we assume that the adversary has GNSS spoofing
capabilities. Specifically, the attacker can observe the live trajectory
of the victim vehicle and transmit carefully crafted counterfeit
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Figure 6: Illustration of LiDAR localization convergence under different GNSS initialization offsets. The black dashed circle
represents the 0.6m accepted localization error threshold, while the red dashed circle represents the empirically determined
∼4m convergence basin obtained through random search. (a) NDT converges correctly when the initialization lies within the
convergence basin and near the ground truth. (b) An initialization outside the convergence basin can cause NDT to converge to
an incorrect local optimum. (c) Multiple initializations within the ∼4m basin converge toward the correct solution, illustrating
the observed convergence behavior for offsets below 4m. (d) Initializations beyond the ∼4m basin result in localization estimates
that fail to converge to the ground-truth position.

Figure 7: Example of a consequence of Initialization Attack
on Autoware. Manipulated initial position biases LiDAR lo-
calization towards an incorrect local minimum, causing the
navigation system to plan a route from the spoofed posi-
tion. As a result, the simulated vehicle follows a trajectory
opposite to the intended direction and reaches a different
destination.

GNSS signals to the victim receiver. This capability follows attacker
models commonly adopted in prior GNSS spoofing studies [16,
27], where the objective is to introduce controlled errors into the
estimated vehicle position while remaining consistent with the
expected vehicle motion.

Unlike isolated attacks that target a single sensing modality, our
proposed cross-space attack coordinates LiDAR and GNSS pertur-
bations to amplify localization errors. By observing the victim’s

live trajectory, the attacker aligns GNSS perturbations with the
dominant drift direction of the LiDAR localization. This alignment
increases the final localization error while requiring smaller GNSS
deviations, thereby reducing the likelihood of triggering trajectory-
consistency or anomaly detection mechanisms. Since practical MSF
implementations fuse sensor measurements asynchronously using
filters such as Kalman filters [17, 29], the perturbation of multiple
sensors do not require precise temporal synchronization, making
the attack more feasible under realistic operating conditions.

Figure 8: Threat Model for Cross-Space Adversarial Attack.
The adversary simultaneously targets the observation space
through LiDAR HFR and initialization space through GNSS
spoofing. The victim ESKF-based localization MSF fuses
GNSS, IMU, and LiDAR localization outputs to estimate the
vehicle position.

5.1.2 Victim Model. We consider an Error-State Kalman Filter
(ESKF)-based MSF as the victim localization system. Such architec-
tures are widely adopted in autonomous driving platforms, includ-
ing Baidu Apollo [2], and have been extensively studied in prior
security research [16, 27, 29]. As illustrated in Figure 8, the MSF
framework fuses GNSS, IMU, and LiDAR localization measurements
to estimate the vehicle state. Unlike systems that use GNSS only
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for initialization (such as Autoware), the considered ESKF-based
MSF framework incorporates GNSS measurements throughout the
fusion process.

Our attack targets the interaction among these sensing modali-
ties. In particular, directly introducing large GNSS deviations may
trigger anomaly detection mechanisms based on historical tra-
jectories or cross-sensor consistency. We therefore develop an
optimization-based attack that leverages the error characteristics
observed in observation-space attacks to identify effective perturba-
tions across multiple attack surfaces. The proposed approach jointly
optimizes LiDAR observation perturbations and GNSS-induced lo-
calization errors to maximize the deviation of the fused localization
estimate while satisfying predefined attack constraints.

The victim pipeline incorporates the LiDAR localization mod-
ules evaluated in previous sections, A-LOAM and HDL-Localizer,
allowing us to evaluate how coordinated perturbations to LiDAR
observations and GNSS measurements affect the final fused local-
ization estimate.

5.2 Attack Strategy
The analyses in Section 3 show that, although LiDAR localization
errors vary in magnitude and direction across individual frames,
their magnitude and direction remain correlated over consecu-
tive frames. This behavior arises because LiDAR localization is an
optimization-based inference process rather than a direct positional
measurement. We exploit this temporal correlation of LiDAR errors
to design a cross-space attack that aligns LiDAR and GNSS errors
in the same direction, causing them to accumulate.

As illustrated in Figure 9, we use the previous 𝑁 errors between
spoofed LiDAR localization estimates and their corresponding le-
gitimate GNSS positions to predict the magnitude and direction
of the current LiDAR localization error. We then align the GNSS
spoofing offset with the predicted error direction to maximize the
overall localization error.

We focus exclusively on the position component of the localiza-
tion error and perturb only the horizontal coordinates (𝑥,𝑦), while
keeping the vertical coordinate 𝑧 unchanged. This is consistent
with practical autonomous driving systems, where GNSS measure-
ments typically have greater uncertainty in the vertical direction
and localization pipelines primarily rely on horizontal position for
navigation and planning.

Let the legitimate GNSS position at time step 𝑡 be

g𝑡 =
[︃
𝑥𝑡
𝑦𝑡

]︃
(3)

and the LiDAR localization estimate under HFR attack be

l𝑡 =
[︃
𝑥𝐿𝑡
𝑦𝐿𝑡

]︃
. (4)

The instantaneous localization error induced by LiDAR spoofing
is then computed with respect to the corresponding legitimate
GNSS measurement as

e𝑡 = l𝑡 − g𝑡 =
[︃
𝑒𝑥𝑡
𝑒
𝑦

𝑡

]︃
. (5)

The corresponding error magnitude and direction are given by

Figure 9: Overview of the proposed Cross-Space Attack. Re-
cent LiDAR localization errors are used to predict the error
direction, which guides the GNSS spoofing offset to accumu-
late LiDAR and GNSS errors and maximize localization error.

𝑚𝑡 = ∥e𝑡 ∥2, (6)
and

𝜃𝑡 = atan2(𝑒𝑦𝑡 , 𝑒𝑥𝑡 ), (7)
respectively.
Instead of directly using the instantaneous error, we estimate a

stable drift trend using a sliding temporal window. For each time
step 𝑡 , we consider the previous 𝑛 localization errors,

W𝑡 = {(𝑚𝑖 , 𝜃𝑖 ) | 𝑖 = 𝑡 − 𝑛, . . . , 𝑡 − 1} . (8)
Localization errors produced by LiDAR spoofing may occasion-

ally contain outliers arising from transient optimization behavior.
Since practical localization MSFs employ statistical outlier rejection
mechanisms (e.g., Mahalanobis gating) [29] to discard inconsistent
sensor measurements before fusion, we similarly reject outliers
during the computation of the representative drift statistics. Specif-
ically, samples whose magnitude deviates significantly from the
windowmean or whose direction differs substantially from the dom-
inant drift direction are discarded. The remaining observations are
used to estimate the representative error magnitude and direction,

(𝑚̄𝑡 , 𝜃𝑡 ) . (9)
Because the localization drift direction is an angular quantity,

the representative direction is computed using the circular mean,

𝜃𝑡 = atan2

(︄
1
𝑁

𝑁∑︁
𝑖=1

sin𝜃𝑖 ,
1
𝑁

𝑁∑︁
𝑖=1

cos𝜃𝑖

)︄
, (10)

where 𝑁 denotes the number of retained observations after out-
lier rejection.

To further increase the induced localization error, we introduce
an attacker-controlled offset 𝑑 to the estimated error magnitude,

𝑚∗
𝑡 = 𝑚̄𝑡 + 𝑑. (11)
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Finally, the spoofed GNSS position is generated by translating
the legitimate GNSS measurement along the dominant localization
drift direction,

𝑥𝑡 = 𝑥𝑡 +𝑚∗
𝑡 cos𝜃𝑡 , (12)

𝑦𝑡 = 𝑦𝑡 +𝑚∗
𝑡 sin𝜃𝑡 . (13)

The resulting spoofed GNSS trajectory is therefore

g̃𝑡 =
[︃
𝑥𝑡
𝑦𝑡

]︃
. (14)

6 Experimental Evaluation
6.1 Attack Parameters
We evaluate the effectiveness of our proposed cross-space adver-
sarial attack on sequences from the KITTI dataset. We evaluate
it against the Error-State Kalman Filter (ESKF) implementation
provided by the MATLAB Autonomous Driving Toolbox (‘insfilter-
ErrorState‘) [22].

The attack parameters are selected based on the observations
from our previous analysis of observation-space perturbations.
Specifically, we set the temporal window size to 𝑛 = 5. This choice
is motivated by the error directionality analysis in Table 2, where
we observed that a window size of five frames provides a stable
estimate of the localization drift while maintaining a low standard
deviation in both error magnitude and direction. Therefore, we use
this window size to estimate the dominant drift characteristics for
generating GNSS perturbations.

To control the magnitude of the GNSS perturbation, we vary the
attacker-controlled spoofing offset (d) from 0.2 m to 1.2 m. These
perturbation magnitudes are consistent with the range of GNSS
spoofing errors considered in prior attacks [16, 27] on localization
MSF.

6.2 Results
Table 4 compares the relative positional error achieved by the pro-
posed cross-space adversarial attack with that of observation-space
perturbations alone. The results demonstrate that jointly manipu-
lating LiDAR observations and GNSS measurements significantly
amplifies the localization error. For A-LOAM, the mean positional
error increases by approximately 7 m, while for HDL-Localizer, the
increase exceeds 15 m. These results confirm that jointly exploit-
ing the observation and initialization spaces is substantially more
effective than perturbing LiDAR observations alone.

Figure 10 illustrates the spoofed LiDAR and GNSS trajectories,
together with the resulting fused localization output for A-LOAM
under the proposed cross-space attack with a GNSS spoofing offset
of 𝑑=0.2m.

We further observe that the relative increase in localization error
is larger for HDL-Localizer than for A-LOAM. This difference can
be explained by the underlying localization architectures. A-LOAM
performs scan-to-scan registration, where the current pose esti-
mate is obtained by aligning consecutive LiDAR scans. Although
susceptible to accumulated drift, the temporal constraints imposed
by consecutive scan alignment partially mitigate the impact of
initialization perturbations. In contrast, HDL-Localizer performs

Model Offset 𝑑 (m) Mean (m) Max (m)

A-LOAM [28]

0.2 6.976 15.898
0.4 7.172 15.770
0.6 7.174 15.933
0.8 7.234 16.171
1.0 7.388 15.792
1.2 7.408 15.917

HDL Localizer [11]

0.2 15.288 44.780
0.4 15.309 44.477
0.6 15.341 44.607
0.8 15.355 44.488
1.0 15.391 44.629
1.2 15.410 44.621

Table 4: Relative increase in Position Error after Cross-Space
Adversarial Attack for varying GNSS Spoofing offsets (𝑑).

Figure 10: Trajectory deviation induced by the cross-space
adversarial attack on A-LOAM with GNSS spoofing offset
𝑑 = 0.2 m.

scan-to-map registration using NDT, where the optimizer directly
aligns the current scan with a global map. Consequently, an in-
correct initialization can move the optimizer outside the basin of
attraction of the correct solution, causing convergence to an in-
correct local optimum and resulting in larger and more persistent
localization errors.

We also observe the effect of varying the GNSS spoofing offset
used in the cross-space attack. Across the evaluated range, different
spoofing offsets produce comparable localization errors, indicating
that the effectiveness of the attack is determined primarily by the
direction of the perturbation rather than its magnitude.

Overall, these results demonstrate that the proposed cross-space
adversarial attack exploits the interaction between the observation
and initialization spaces to achieve substantially greater localization
degradation than attacks targeting either component in isolation.
The findings further emphasize that securing individual sensors
independently is insufficient, as the coupling between GNSS initial-
ization and LiDAR-based localization creates a significantly more
powerful attack surface for multi-sensor autonomous driving sys-
tems.
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7 Discussion
Impact of Historical Position Logs on Initialization Attacks. A po-

tential defense against initialization attacks is to maintain historical
vehicle position logs and verify the consistency of the current local-
ization estimate with previously observed trajectories. However, in
systems such as Autoware, the final position estimate from a previ-
ous trip is obtained relative to the map through fusion of LiDAR
localization and IMU measurements. Since this estimate lacks an
independent global reference, such as a trusted GNSS measurement,
storing historical poses alone provides limited protection against
initialization attacks. Effective detection would require maintaining
trusted globally referenced position information in addition to local
trajectory estimates.

Leveraging Initialization Attack after Localization Failure. Dur-
ing our LiDAR spoofing experiments, we observed a case where
HDL-Localizer lost consistency and converged to an incorrect local
minimum (shown in Figure 4). Once the localization system enters
such a state, initialization attack alone is sufficient to further ma-
nipulate the estimated trajectory. By supplying carefully crafted
position priors, an adversary can guide the localization process to-
ward a desired incorrect trajectory. However, a practical constraint
is that the manipulated trajectory should maintain realistic motion
patterns and remain consistent with IMU measurements, similar to
the constraints discussed in prior work [14].

Extending Attacks Beyond Position Errors. This work primarily fo-
cuses on position errors in localization estimates. However, incorpo-
rating orientation perturbations represents an important direction
for strengthening cross-space attacks. Orientation errors directly
affect vehicle heading and can lead to severe consequences even
with small position deviations. For example, an attacker inducing
a heading error near an intersection could cause the localization
system to estimate an incorrect vehicle orientation, resulting in an
unintended maneuver by the planning module. Future work will
investigate joint optimization of position and orientation pertur-
bations to develop stronger cross-space attacks and evaluate their
impact on autonomous driving decisions.

8 Conclusion
In this paper, we identified the initialization space as a previously
unexplored attack surface in ML-based LiDAR localization systems.
We demonstrated that manipulating the position prior through
GNSS spoofing alone can induce significant localization errors
without modifying LiDAR observations. We further analyzed the
characteristics of observation-space attacks and showed that the
induced localization drift exhibits consistent directional behavior,
enabling the formulation of a cross-space adversarial attack that
jointly exploits initialization and observation spaces. Our experi-
mental results demonstrate that coordinated perturbations substan-
tially amplify localization errors compared to LiDAR-only attacks
while requiring only small GNSS perturbations. These findings
highlight the importance of securing not only individual sensors
but also the optimization process and cross-modal dependencies
within multi-sensor localization frameworks.
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A Open Science
To facilitate reproducibility and allow the research community to
verify our methodology, we provide an artifact package containing
the necessary source code, dataset files, and scripts used in our
evaluation:

• Artifact Contents:
– Attack Scripts: Code for synthesizing GNSS-induced po-
sition prior perturbations and conducting simultaneous
GNSS and LiDAR spoofing attack.

– Evaluation Pipelines: Dataset files and wrapper scripts
for integrating and evaluating victimMSF inside MATLAB
environment.

– Data Processing & Plotting: Analysis scripts used to
calculate trajectory drift, directional bias, and convergence
boundaries across KITTI dataset sequences.

• Artifact Access: All the scripts, datasets, and reproduction
steps are accessible at: https://github.com/pranavshetty17/
Cross-Space-Attacks

• Restrictions & Disclosure Safeguards: Full replication of
our experiments requires standard tools (Python, MATLAB,
Autoware, CARLA simulator, ROS) and publicly accessible
benchmarks (KITTI). Hardware specifications for the optical
laser spoofing setup are discussed at a conceptual level based
on prior literature to prevent premature weaponization of
physical spoofing hardware while preserving complete algo-
rithmic reproducibility.

B Ethical Considerations
This research investigates security vulnerabilities in autonomous
driving localization pipelines, specifically NDT and MSF systems
combining GNSS, LiDAR, and IMU measurements. While our work
highlights actionable exploit vectors (initialization and joint cross-
space attacks), our goal is to improve the resilience and safety of
autonomous vehicles by identifying architectural weaknesses in
local optimization dependencies.

To ensure responsible research practices and eliminate deploy-
ment risks, our study strictly follows the ethical framework estab-
lished by the USENIX Security Ethics Policy [24]:

• Simulation and Dataset Constraints: All experimental
evaluations were conducted strictly within controlled soft-
ware simulation environments (CARLA operating with Auto-
ware) and publicly available benchmarks (the KITTI dataset).
No experiments were executed on physical vehicles or public
roads, eliminating any risk to public safety, physical infras-
tructure, or human participants.

• Dual-Use Balance: The attack methodologies described in
this paper serve to demonstrate fundamental limits of local
optimizers within multi-sensor architectures. We believe the
defensive benefit of understanding cross-modal vulnerabili-
ties and multi-sensor dependencies significantly outweighs
the risks, as it enables the development of robust initializa-
tion validation and multi-sensor consistency checks.

C Use of Generative AI Tools
Generative AI tools (such as ChatGPT, Gemini, and Claude) were
employed during the preparation of this work to assist with text
regeneration, grammar refinement, and code generation. Specifi-
cally, these tools were used to edit and polish human-written text
for conciseness and stylistic clarity, as well as to assist in writing
implementation scripts based on explicit algorithmic descriptions
provided by the authors. All generated code and text were thor-
oughly reviewed, manually verified, and tested by the authors, who
retain full responsibility for the contents and integrity of this paper.
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